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WHY? 
The Gravity of Cybersecurity 

 

• ―America must also face the rapidly growing 

threat from cyber-attacks…our enemies are 

also seeking the ability to sabotage our power 

grid, our financial institutions and our air traffic 

control systems.  We cannot look back years 

from now and wonder why we did nothing in 

the face of real threats to our security and our 

economy.‖  

 - President Obama, 2013 State of the 

Union Address  





Cybersecurity impacts all 

modes of transportation. 



Shipping 

• Control systems at the port of Antwerp were compromised and used to 

smuggle drugs.  

 



Information Systems 

• In July 2013 Istanbul 

Atatürk and Sabiha Gökçen 

airports’ passport control 

systems in departure 

terminals were shutdown by 

a cyber-attack. Passengers 

were forced to stand in line 

for hours, and the majority 

of flights were delayed.  



HOW DO BREACHES OCCUR? 



-- 400-500 times larger than 

the world-wide web 

 

--  7500TB deep web vs 19TB 

on visible web 









Who? 



The Cyber Threat Landscape 

Hacktivist 

Computer network 
exploitation or attack 

to advance a 
political or social 

cause 

Dismantled the 
LulzSec  conspiracy 

Executed multiple 
phases of Operation 
Shattered Mask, 78 
int’l arrests 

Criminal 

Financially-
motivated criminal 

enterprises 
conducting computer 

intrusions 

Operation Card 
Shop takedown, 
multiple website 
shutdowns and 27 
int’l arrests, June 
2012 

Operation Ghost 
Click, Jan. 2012 

Espionage 

Nation-state actors 
conducting  

computer intrusions 
to illegally obtain 

information 

Five Chinese military 
hackers charged 

with cyber 
espionage against 

U.S. 

Terrorist 

Use of computer 
network attack by 
terrorist groups to 

harm the U.S. critical 
infrastructure 

 

Classified 

 

Warfare 

Nation-state actors 
using computer 

network operations 
to commit sabotage 

or disrupt critical 
systems 

Classified 
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China’s Known Victims 



OTHER THREATS 







-- 
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Governmental Response 

– Executive Order 13636-  
• Enhancing security and resiliency of critical infrastructure through 

voluntary, collaborative efforts with federal agencies and privately 
owned critical infrastructure.  

– Voluntary, risk-based set of industry standards and best practices to 
help organizations manage cybersecurity risks 

– Critical infrastructure:  

• ―[S]ystems and assets, whether physical or virtual, so vital to the 
United States that the incapacity or destruction of such systems 
and assets would have a debilitating impact on security, national 
economic security, national public health or safety, or any 
combination of those matters.‖  

– DHS shall identify critical infrastructure where cybersecurity 
incidents could have catastrophic effect on public health, safety, 
economic security, or national security  

– International Maritime Organization Guidelines 
• IMO Maritime Safety Committee (MSC) ( a UN approved non-

binding guidelines regarding protections against current and 
emerging cyber threats and vulnerabilities. 

• Closely follows the National Institutes of Standards and Technology 
(NIST) framework.  

 



Federal Response 

• As the executive branch creates a response structure, 

many of its agencies are being accused of failing 

cyber mechanisms.  

– Department of Transportation was criticized by its Inspector 

General for its ―ineffective and incomplete‖ handling of 

cybersecurity incidents.  

– The report also highlighted the FAA’s unapproved monitoring 

which it called, weak, incomplete and underreporting.  

– DOT also issued proposed guidance for car cybersecurity, 

including suggested best practices.  

• The Administration and Congress are working on regulating 

cybersecurity by introducing guidelines and strategies in modes.  

• Government is not suited to keep up with advances in  

transportation technology. 

• Chasing cybersecurity issues, not leading. 



Cybersecurity & Ports 

―The Coast Guard has a long, proud history of 

protecting our coasts, our maritime interests and 

American waters from all manners of hazards 

and threats.  Cybersecurity is one of those 

threats, and we need to figure out the best way 

to address those threats.‖  

 

 - Capt. Andrew Tucci, USCG Office of Port & 

 Facility Compliance  

 



Coast Guard Rulemaking 

• Requesting comments concerning 

guidance on maritime cybersecurity 

standards 

• Seeking assistance with drafting 

management oversight of cybersecurity 

practices  

• Recognizes that it is yet to be 

determined whether guidance document 

or detailed regulation will result  



Coast Guard’s Highlighted 

topics:  
•  (1) Identify: What cyber dependent 

systems perform vital functions (e.g., 

access control, cargo control, 

communications)  

• (2) Protect: What standards are suitable 

to ensure the integrity of these systems?  



Coast Guard’s Highlighted 

topics:  

• (3) Detect: What procedures are available to 

owners and operators to detect intrusions that 

could compromise integrity of vital systems or 

contribute to an incident?  

• (4) Respond: What response and notification 

procedures can minimize consequences of 

cyber events?  

• (5) Recover: What procedures can owners 

and operators take to promote rapid maritime 

transportation system recovery after cyber-

incident?  



Threat Landscape: 

Why are ports targets?  
 

• Interconnectedness  

• Critical infrastructures for national 

economy & security  
• 95% of America’s overseas cargo is carried by sea 

• 50% of U.S. military’s supplies for Afghanistan and 

Iraq operations shipped through one U.S. port 

(Beaumont, Texas)  

 



Threat Landscape: 

Why are ports targets?  
 

• Unique role in global supply chain  

• Part of critical infrastructure 

• Heavily reliant on technology, including 

navigation systems and logistics 

• Level of cybersecurity awareness at 

U.S. port facilities is relatively low 

 

 



Threat Landscape: 

Possible Incidents at Ports 

• Redirecting vessel, breaching navigation 

systems 

• Preventing clearance and disrupting logistical 

flows through port community systems 

• Preventing proper vessel traffic management  

• Causing accidents and endangering 

emergency responses  

• Caution! Hackers look for weaker point of 

entry into larger enterprises  

 



Effects of Cyber  

Incident on Ports 

• Significant economic losses due to port delays or 

closures  

• Northeast U.S. lost $50B in 2012 due to Hurricane Sandy  

• Labor strikes in Port of L.A.—Long Beach shut down 

operations and caused loss of $1B/day in lost wages, 

business revenue, and value of cargo diverted to other ports  

 

• U.S. commerce could be grounded to halt in matter of 

days  

• Effects on grocery stores, gas stations, etc.  

 

• Affecting energy supplies could send shockwaves 

through the U.S. and even global economy  

 



10 Essential Practices  

for Port Security  
1. Build risk-aware culture. 

2. Manage incidents and respond.  

3. Defend the work place.  

4. Security by design.  

5. Keep it clean.  

6. Control network access. 

7. Security in the cloud.  

8. Patrol the neighborhood.  

9. Protect the company jewels.  

10.Track who’s who.  
From ―The Implications and Threat of Cyber Security for Ports,‖ Norbert Kouwenhoven, Martin Borrett, and Milink Wakankar, Feb. 2014.  



What your industry can do:  

• Cooperate!   
• Ports are a ―joint-public private endeavor‖—most terminals are 

leased and operated by private entities but sit on property owned by 

a public entity and subject to government regulations  

• Increase cyber information sharing  

• Simplify and improve ease of information sharing 

• Address continuity and simplicity of identifying 

threats  
• Definitions, severity of threats, attacks, and solutions  

• Avoid catch-all regulation that hinders business  

• Work with international partners 
• Cyber attackers will enter US port networks any way and any 

where possible  
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