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Presenter
Presentation Notes
In a perfect world we could optimize commerce, profit, security and safety concerns in our port facilities.  However, we do not exist in a perfect world.We have to strive everyday to find the sweet spot that balances all of these concerns.  We face political obstacles, operational constraints, budgetary limitations, and personnel challenges.Navigating through these issues, and making the appropriate decisions for the security of our port facilities encompasses the risk management activities that we will discuss today.OAS Risk M
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Lesson Topics

• Quantification of risk
• Identification of threats
• Analyzing consequences
• Assessing vulnerabilities
• Developing mitigation measures
• Reassessment and improvement

Presenter
Presentation Notes
Instructor reviews the slides and ask the question:1.  What is Risk?  
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Risk Management

Risk is defined as “the potential for an 
unwanted outcome resulting from an 
incident, event, or occurrence, as determined 
by its likelihood and the associated 
consequences.

Presenter
Presentation Notes
The potential for loss, damage or destruction of an asset as a result of a threat exploiting a vulnerability.From the Approved Lexicon of the Society for Risk AnalysisOverall qualitative definitionsa) Risk is the possibility of an unfortunate occurrence.b) Risk is the potential for realization of unwanted, negative consequences ofan eventc) Risk is exposure to a proposition (e.g. the occurrence of a loss) of whichone is uncertaind) Risk is the consequences of the activity and associated uncertaintiese) Risk is uncertainty about and severity of the consequences of an activity with respect to something that humans valuef) Risk is the occurrences of some specified consequences of the activity and associated uncertaintiesg) Risk is the deviation from a reference value and associated uncertainties
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Risk Management

Risk management is an ongoing process of 
identifying, analyzing, and communicating 
risk and accepting, avoiding, transferring, 
or controlling it to an acceptable level.
Activities include prevention, mitigation, 
adaptation or sharing.
It often includes trade-offs between costs 
and benefits of risk reduction and a choice 
of a level of tolerable risk.

Presenter
Presentation Notes
The concept of convergence refers to the security responsibilities being viewed as an integral part of the system-wide port functions. The concept does not isolate security as a separate task from the overall organization goals and missions. Security is an integral part of the port structure.The concept requires port security managers NOT only understand the core business of the departments and the port BUT they also must be able to understand and be involved in the STRATEGIC management and direction of the port as PRODUCTIVE entity. In basic terms, Port Security must be part of the strategic approach to operations.  Port security must evaluate the risks of operations against the present threat taking into account the value of critical assets, equipment and infrastructure that allows the port complex to be profitable. There is an optimal balance where security and operations should reached to ensure products and services are delivered by the port facility and vessels. A security manager’s decision to increase the level of vehicle screening related to vessel provisions deliveries can have significant impact on the operational effectiveness to a passenger service operations (e.g. Cruise ship) facing scheduling constraints. The decision to increase access controls, impose 100 percent credentialing, require escorts for visitors can have economic impacts on all business operations in the port complex. To this end, the port security managers’ ability to apply a convergent approach to security should result in positive benefits for ports by refining and developing their physical security plans.To this end, the port security managers’ evaluate the risks and apply the level of access controls, screening and searches based on the threat and the potential consequences in the port complex. These risks are identified in the security plans well in advance and the security controls are refined each time the plan is tested or implemented after drills, exercises or real event / incidents. The ultimate goal of the port security officer is to recover the operations of the port after implementing or executing the plan when responding to a transportation security incident or breech of operations that damages critical assets and disable the port’s ability to carry out cargo and/or passenger operations.3. Port security managers do NOT act alone in their functions. Security managers can not be relegated to stand alone-functions without their consideration of the impact from the facility security plans and their implementation. The concept of convergence requires a systems approach to evaluating the risk and managing the risk each day. Therefore, the Port security managers are the in the position to interact vertically and horizontally within the Port organization structure. 4. Ask the question: Why port security officers or managers need to interact vertically and horizontally? PFSOs must be able to interact with operations, legal, public information, Information technology, safety, human resource officers and managers and work cooperatively within the port structure. This will be key and critical step as other port managers would transition to execute emergency plans in cases of fire, casualties, oil spills, hazmat spills and other response plans in the face of a crisis or incident event.
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Risk Management

• Risk assessment is a snapshot in time of 
the risks facing the organization.

• Systematic process to comprehend the 
nature of risk, express and evaluate risk, 
with the available knowledge.
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Risk Management

Quantifying Risk

A widely accepted understanding of risk is 
depicted by the following formula:

Threat     Vulnerability      Consequence      Risk

Criticality      Vulnerability      Probability      Risk

OR

Presenter
Presentation Notes
Port Security and Risk Management Activity content for this lesson can use the Port Security Management (PSM) Reference 2nd Edition Chapter 4. (page 92-93)Discuss the quantification of Risk Mathematically. There are a number of mathematical models and equation that assist us in the quantification of RISK.Each variable above can be treated and reviewed by port managers and port stakeholders to get a closer and realistic value. This evaluation of risk can be discussed during port security committee meetings or FSO meetings. It is dynamic model as the threat is always changing and new infrastructures are built, the risk will continue to change.Once the consequence and threat factors for a given port are determined at the Port Security Committees or intelligence meetings, the PFSO and security managers can adjust the Vulnerability variable by adjusting the access control, screening, search, inspection methods and frequencies outline in the port security plan.The PSM reference discusses a methodology used by the US Coast Guard to evaluate overall Risk in the port.Equation:  Risk = (Criticality)  X  (Vulnerability)  X  (Probability)  or   R =  (C ) times   ( V)  times   (P)2. Explain each variable and focus on assets such as docks, utilities, cranes, terminal building, people…..The PFSO and Port Security Committee determines WHAT the port considers or values as an critical assets to the port complex viability to continue operations and meet its mission 3. Explain the Vulnerability to each potential threat. Consider the threats that PSC for the port view as most real to take place. Consider the impact of harm to the port in three areas humans (loss of lives), property (buildings, cranes, computers, and operations (cargo ops, passenger ops, business for the port that requires operations for national security and defense)…etc.Each time there is a potential threat provide a numerical value to the risks. 
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Risk Management

After the threats have been considered by the 
Port Security Committees or evaluated by 
intelligence sources as realistic, the ways to 
reduce risks is to reduce the Vulnerability, or 
change the impact from Consequence, or both.

Threat     Vulnerability Consequence      Risk
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Risk Management

Risk Quantification

Presenter
Presentation Notes
Models like this can be useful in helping quantify a portion of the risk equation, but they are incomplete in that they leave out actual costs.  Additionally, for rare events, uncertainties are very large.  
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Risk Management

By employing sound risk management 
techniques at port facilities, you can reduce 
the risk to those facilities.

Presenter
Presentation Notes
Important to make risk informed decisions, NOT risk based decisions.
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Risk Management

Risk management practices involve an 
analysis of risks and identification or 
development of measures to reduce those 
risks – or in other words, develop measures 
to counter the threat.
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Risk Management

Risk Management involves the following 
steps:
1. Identify Threats
2. Assess Consequences
3. Assess Vulnerabilities
4. Develop Mitigating/Counter measures 
5. Implement Mitigation Measures

Presenter
Presentation Notes
Port Security and Risk Management Activity content for this lesson can use the Port Security Management (PSM) Reference 2nd Edition Chapter 4. (page 84-86)Instructor should ask the question to the audience:What is one source of information where PFSOs can list the domestic or international threats for the port facility or the port? Possible answers  are: Port Security Committees, Intelligence sources, Law Enforcement agencies, Narcotics Police, fishermen, port authorities, etc.Review previous incidents in the port facilities inside the port. A port security committee may determine that labor strikes and civil unrest by local workers may be a threat.A port security committee may determine that waterborne attack could be possible or a cyber attack on the port’s computer systems.2. What is a consequence most likely to take place. What is the catastrophe that can result from the threat? The consequence refers to the number of people operating in the port facility, the number vessels operating at the dock, the number of hazmat containers stored at the container yard. 3. Where the threat is most likely and the where the consequence is higher, the PFSO should develop strategy to reduce their vulnerability or exposure to damage from a terrorist attack or man-made / natural emergency developing from large maritime transportation security incident (TSI). 
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Risk Management

1. Identify Threats
• Consider attack scenarios 
• Be realistic
• These should be consistent with the Port 

Facility Security Assessment and Port 
Facility Security plan

• Avoid assessing an excessive number of 
similar scenarios

Presenter
Presentation Notes
Port Security and Risk Management Activity content for this lesson can use the Port Security Management (PSM) Reference 2nd Edition Chapter 4. (page 84-86)Review Chapter 4 Section 4.2.1 Threat sectionAttack scenarios for the sector or industry the port facility operates in: Container cargo, Passenger cargo, Certain Dangerous Cargo (fertilizers, explosives, etc) or general cargo, aggregate, coal, liquid flammables, HAZMAT, etc.Have the attack scenarios been identified by the Port Security Committee or Port Stakeholders and captured by the PSFSO in the facility plan.  It is critical that the PFSO is listed as member of the Port Committees and also represented by leadership at all high level Business and Commercial meetings.The PSC plays a role in narrowing down the number of scenarios and what is most likely to be a threat in the port and local communities. 
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Risk Management

2. Assess Consequences
• Determine the consequence level (e.g. 

High, Medium, Low) for each scenario
• The consequence level should be 

consistent with the type of facility (e.g. a 
facility that handles dangerous cargo 
should have a higher consequence than 
one that does not)

Presenter
Presentation Notes
Port Security and Risk Management Activity content for this lesson can use the Port Security Management (PSM) Reference 2nd Edition Chapter 4. (page 84-89)1. Review Chapter 4 Section 4.2.2 Catastrophe Modeling 2. Review 33 CFR Navigation and Navigable Waters Part 105 Section 33 CFR 105.295  Additional security requirements for Certain Dangerous Cargo (CDC) facilitiesThe consequence can be estimated by having knowledge of the following:    a) the number of port operators working in the facility   b) the number of buildings   c) the amount of hazardous materials in the container yard and the type of hazardous materials   d) the number of docks and cranes required to operate the business of the port   e) the proximity of the facility to local community or city   f)  the types of industries in the port: fishing, tourism, local business, that depend on the port operations   g) the number of electrical substations    h) the number of water utilities near the portEach threat should be treated and the consequence evaluated and ranked. The goal is to minimize the consequence against the most realistic threat in the port facility.
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Risk Management

3. Assess Vulnerabilities
• Determine the facility’s vulnerability to 

each attack scenario
• Assign vulnerability rating (e.g. High, 

Medium, Low) for each scenario
• Consider 4 factors in determining degree 

of vulnerability

Presenter
Presentation Notes
Port Security and Risk Management Activity content for this lesson can use the Port Security Management (PSM) Reference 2nd Edition Chapter 4. (page 84-91)Review Chapter 4 Section 4.3 Risk-Based Decision Making and Section 4.5.3 Determine Vulnerability (page 91)Vulnerability refers to how prone a particular asset (people, property, business process or function) is to injury, death, damage, total loss or total disaster from a man-made incident OR Transportation Security Incident (TSI).In determining the vulnerability of the port complex or port facility assets and infrastructure, the PRIMARY question to be answered is:2.  What is the degree of vulnerability of the asset to damage or be lost from an attack (or given attack scenario) ??The PFSO should inspect and assess the following:Physical and operational weakness Peak versus off peak commercial activities Relative sizes of port infrastructure and buildings Consider high public traffic versus restricted trafficExposure to terrorist related activities (piracy, ideology, religious and political tensions, labor disputes frequencies and their landscape) Consider any weak points on physical security across the port facility areas: physical, human, baggage conveyance, container movements from the restricted areas, etcConsider history and data/archive records for port losses (crime reports, accidents, fire, insurance losses, workers compensations injuries, news papers and media reports, volume trade data and industry data, government reports, and any other intelligence, IMO, ILO, and academic reports on the industry the port facilities is discussed or affected by)Consider the internal conspiracies, rumor control, the inside threat (e.g. illegal narcotics, and cargo theft)
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Risk Management

Vulnerability Factors:
• Availability
• Accessibility
• Organic security
• Facility hardiness
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Risk Management

Vulnerability Assessment: Availability
The facility’s presence and predictability as 
it relates to the nature of the attack.
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Risk Management

Vulnerability Assessment: Accessibility
Accessibility of the facility to the attack 
scenario. This relates to the physical and 
geographic barriers that deter the threat 
without organic security.
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Risk Management

Vulnerability Assessment: Organic 
Security
• The ability of security personnel to deter 

the attack
• Security plans, communication 

capabilities, guard force, intrusion 
detection systems, and timeliness of 
outside law enforcement to prevent the 
attack.
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Risk Management

Vulnerability Assessment: Facility 
Hardiness
• The ability of the facility to withstand the 

specific attack based on the complexity of 
facility design and material construction 
characteristics.
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Risk Management

4. Develop Mitigation Strategy
• Determine which scenarios require 

mitigation strategies based on degree of 
Vulnerability and Consequence

• Document the mitigation strategies in the 
Port Facility Security Plan
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Risk Management

5. Implement Mitigation Strategy
• Procure necessary equipment, systems, or 

resources 
• Develop and implement processes and 

procedures 
• Conduct training to prepare personnel to 

implement processes and procedures
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Risk Management
Tactical Time
• Short time horizon –

immediate action 
required– e.g., deploy 
police to thwart 
intelligence-identified 
attack plan

• Defender seeks to 
interrupt attackers’ 
decision-action loop

• Response directly 
informed by our best 
knowledge of the 
situation

Strategic Time
• Long time horizon -

deliberate action 
planned– e.g. build a 
new facility or 
upgrade existing 
capital security 
features

• Attacker can go 
through their 
decision-action loop 
many times

• Long-term probability 
is unknown and 
extremely uncertain
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Risk Management

Risk Management should be a continual 
process. 
• Threats are continuously identified
• Vulnerability determinations are 

continually refined 
• Mitigation strategies are continually 

refined
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Continuous Improvement

Port Directors, Port Security Officers, Port 
Facility Security Officers, and all members 
of the Port Security Department should 
strive to conduct continuous improvement 
in the port security posture of port facilities.



U. S. COAST GUARD

Continuous Improvement

The primary sources for lessons learned 
are:
• Drills
• Exercises
• Training
• Security Incidents
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Summary

Risk management is the process for 
identifying, analyzing, and communicating 
risk and accepting, avoiding, transferring, 
or controlling it to an acceptable level, 
considering associated costs and benefits of 
any actions taken.
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Summary

There is an optimal balance where security 
and operations should reached to ensure 
products and services are delivered by the 
port facility and vessels



U. S. COAST GUARD

Summary

A widely accepted understanding of risk is 
depicted by the following formula:
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Summary

Risk Assessment involves the following 
steps:
1. Identify Threats
2. Assess Consequences
3. Assess Vulnerabilities
4. Develop Mitigation Strategy
5. Implement Mitigation Measures
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Summary

The primary sources for lessons learned 
are:
• Drills
• Exercises
• Training
• Security Incidents
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