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Founded in 1955

More than 380 members
205 ports and 177 port-related businesses
across 89 countries
Technical committees are the backbone of
the IAPH activily
Climate & Energy
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Cybersecurity threats are the most important risk factor .
mphﬁ

perceived by port authorities e

Geopolitical considerations

Oil spills

Collisions, groundings

Port city relation / license to operate

Corruption

Lack of resources

Dredging and dredging disposal

Environmental externalities

Hazards related to new fuels (e.g. ammonia) and electrification (e.g. batteries)
Terrorism

[llicit trade and organized crime

High utilisation of facilities and infrastructure
Social unrest

WORLD PORTS TRACKER Cyber-attacks
SUSTAINABILITY & MARKET TRENDS Pandemics

Natural disasters (e.g. earthquake) 30% 37%
Climate Change (sea level rise, extreme weather events) 41% 36%

Moderate risk Hiih risk

Low risk

https://iaphworldports.us17.list-manage.com/track/click?u=dafe5935f04bdeefcfff28f98&id=359a49b41d&e=1ebabfeclf
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IAPH Cybersecurity Guidelines for ports

* Developed with 22 experts, IAPH members from around
the world and contributors from the World Bank

* Endorsed at IMO FAL 46 and added to IMO’s
Cybersecurity Guidelines on Maritime Cyber Risk
Management.
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https://sustainableworldports.org/iaph-launches-cybersecurity-guidelines-for-ports-and-port-facilities-as-part-of-industry-call-to-action-to-digitalize-the-maritime-transport-chain/

The five essential steps towards cyber resilience
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The adoption of emerging technologies

Artificial Intelligence
42%

Other 11%

o :
/— 51% Automation

Digital Twins 23% 47% Internet of Things (loT)

WORLD PORTS TRACKER
SUSTAINABILITY & MARKET TRENDS

Quantum Computing 2%

60%

51%
Drones

https://iaphworldports.us17.list-manage.com/track/click?u=dafe5935f04bdeefcfff28f98&id=359a49b41d&e=1ebabfeclf
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IAPH Cyber Resilience Guidelines for
Emerging Technologies
In the Marine Supply Chain

Quantum

Artificial Intelligence (Al)
Drones

Internet of Things (loT)
5G

8 Automation

» Developed with 28 experts, IAPH members from all 6
IAPH regions and contributors from
the World Bank and WEF

« Endorsed at IMO FAL 50 and will be added to IMO’s
Cybersecurity Guidelines on Maritime Cyber Risk
Management
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CYBER RESILIENCE
GUIDELINES FOR EMERGING TECHNOLOGIES

Green Energy
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The main principles for achieving a cyber-secure implementation

of emerging technologies in the maritime supply chain

I

Integrate cybersecurity aspects in the early stages of emerging
technologies planning, implementing “cybersecurity by design”.

Assess cybersecurity risks and vulnerabilities introduced by
emerging technologies, even if those technologies are not
planned to be implemented within the organization.

Avoid the misconception that non-IT systems do not require
cybersecurity assessments.

Conduct a holistic cybersecurity assessment when integrating
multiple technologies.

Look for new cybersecurity solutions that are enabled by
emerging technologies.
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