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Disaster Response vs Cyber Incident Response 



Technologies Facilitates Exceptional 
Benefits While Creating Cyber Vulnerabilities 
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The Vulnerabilities and Impacts
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• Smugglers Manipulating Cargo 
Manifests

• Smugglers Manipulating Ship’s Crew 
Manifests

• Cost of lost business during an 
investigation, loss of reputation)

• Competitor attempting to damage 
your business/reputation (Playa del 
Carmen Feb 22, 2018)

• Electronic control of fuel/oil tanks
• Increased Insurance Rates



International Maritime Organization (IMO) –
Maritime  Cybersecurity  Requirements

IMO Resolution MSC.428(98) Adopted On 16 June 2017

ISPS Code Compliance
Operational & 

Safety Management Systems
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Maritime Cybersecurity Risk Management
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Maritime Cybersecurity Implementation Process
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• Current cybersecurity risks & vulnerabilities

• Organizational roles & responsibilities analysis

• Policy, process, and procedures analysis

• Technical and engineering analysis

• Prototype implementation and support of                 product 
for 6-months

Prepare Phase: Gnostech Risk Assessment 
Services



• Economic and financial impact of existing vulnerabilities

• Mitigation strategies to minimize impact to commerce

• Development of a phased implementation plan based on 
government budget cycle

• Creation & implementation of a cybersecurity Incident 
Response Plan

• Implementation of engineering solutions

Prepare Phase: Additional Products & 
Services



• Gnostech will host a 2-day executive workshop at no-cost 
during site visit 

• Upon request through the CIP, Gnostech can host another 
no-cost executive workshop over the next 6 to 9 months
oWorkshop will help port executives to understand “prepare” phase 

and to develop economic impact analysis  in conjunction with 
government budget planning cycles. 

oExecutives will learn how to ensure the cybersecurity risk 
framework can be maintained 

oExecutives will learn methods which will help maintain commerce 
after a cyber attack

Cybersecurity Risk Assessment Executive 
Workshop 



• There are 3 30-minute consultation meetings available for 
interested CIP members to meet with us to discuss your 
cybersecurity requirements

• Consultation will provide initial information regarding how 
Gnostech can help start planning your budget strategy

• CIP will help schedule 3 meetings

• No obligations

Gnostech Cybersecurity Solutions Consultation



James Espino, CEO/President

james.espino@gnostech.com

Sarah Carter, Vice President

sarah.carter@gnostech.com

Troy Vest, Director of Maritime 
and International Affairs

troy.vest@gnostech.com

Contact Us To Discuss Your Cybersecurity Needs
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