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Agenda

e Course Overview
e Instructor Introductions
* Participant Introductions

e Lesson
* Practical Exercises
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Class Ground Rules

* Learn from other people in the course

* Sharing experiences is more valuable than James talking for two
hours

* Ask questions

* Be ready to share ONE action you will take when you get
home

e Have fun!
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Introductions

* Name

* Country

* Title

* Responsibility

* What is your most important learning objective

* Favorite athlete, actor, singer, musician, or entertainer and
why
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This lesson is designed to be a quick reference guide
and I1s by no means a comprehensive resource for
planning, preparing, and/or responding to a disaster.
Each Port Authority will have to implement disaster
preparedness policies, processes, and procedures
based on their individual circumstances.



Effective Disaster Preparedness In
Ports | - Lesson
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Goals of Effective Disaster Preparedness

* Ensure the safety and security of people and the port

* Reconstitute the port as quickly and safely as possible in
order to minimize the negative impact to maritime
commerce
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Key Components of Effective Disaster
Preparedness

* Strong stakeholder relationships

* Adaptable disaster response organization
* Well rehearsed pre-planned response

* Resource availability
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“...the first time you call
someone, should not be when
you need something from
them...”

~ Anonymous...could have been James Espino
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Why Develop Strong Formal Relationships with
Port Stakeholders?

* Creates interpersonal relationships between organizations
* Establishes trust

* Provides opportunity for each organization to know how
other organizations operate

* Builds foundation for developing disaster response action
plans using each organization’s strengths
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Types of Government-to-Government
Relationships

* Law enforcement

* First responders (e.g., firefighters, paramedics)
* Environmental agencies

* Airport authorities

* Military
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Types of Non-Government External Relationships

* Port operators

* Hospitals

* Telecommunications companies
* Energy companies

* Salvage companies

* Dredging companies

* Pollution response
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Creating a Disaster Planning & Response

Organization

Review Port
Authority
Organization

Identify Create an Planning
Stakeholders & & Response
Establish Formal Organizational

Agreements Structure

Identify Resource Establish Planning
Allocation & Response
Authority Objectives
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Creating a Disaster Planning & Response

Organization

* Review Port Authority
Organization

Can your day-to-day operational
organization quickly transition to
responding to a disaster?

Is there a disaster planning staff?

Have Xou dedicated time to develop
plans:

Are there response policies, processes, &
procedures?

Are their any legal, statutory, or
regulatory impediments for you to
properly respond to a disaster and ensure
disaster preparedness goals can be met?

Is the planning organization creating
rocesses and procedures using input
rom operations, security, response, and
other Port Authority entities?
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Creating a Disaster Planning & Response
Organization

* Do you have a full-time or part
time planning staff?

* Create Planning * What priority is placed in
Organization planning & preparedness?

* Are your planning staffs working
with port operations staffs to
ensure realistic procedures are
implemented?

* What response organization will
you implement? ICS?
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Creating a Disaster Planning & Response
Organization

* Objectives should be based on
goals found on slide #8.

* Consider Continuity of
Operations (COOP) objectives.

* Determine Planning & * Determine the resources
Response Objectives necessary to meet response
objectives.
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Creating a Disaster Planning & Response

Organization

* Allocate Resources

Prioritize requirements needed to
establish a planning & response
organization.

Determine who oversees creation of
planning & response organization.
This person should heavily influence
resource allocation decisions (people,
money, assets).

Develop a time-phased approach that
fits within your budget.

Consider establishing service
contracts well before a disaster (more
in later slides).
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Creating a Disaster Planning & Response

Organization

e Establish Stakeholder
Agreements

* Organizational review should include
identify planning and response
stakeholders.

* Formal agreements should include:
* Response organization to use (e.g., ICS)
* Roles & responsibilities
* Resource usage
* Resource sharing
e Land-use agreements

* Establishment of a joint incident
command, authorities not covered by
regulations).
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Create Pre-Planned Reponses to Disasters

Allocate
Prioritize Risk Develop Develop Identify Resources &
& Response Mitigation Response Resource Implement
Scenarios Plans Plans Requirements Response
Plans

Train &
Practice

Conduct Risk

Assessment
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Conduct Risk Assessment

* Evaluate current disaster preparedness posture
* How prepared are you for likely natural and man-made disasters?
* How prepared are you for the 100-year event?

* Does your Port have processes, policies, & procedures in
place to meet the two preparedness goals (slide #8) when
there is a disaster?

* If you’re not prepared to your satisfaction, what resources
(time, people, money) are you using to increase your level of
preparedness?
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Prioritize Risk and Response Scenarios

* What disasters will likely hit your port?
* Are these disasters man-made or natural?

* What disaster(s) is/are least likely to happen, but if it does
occur, it will devastate the port?

* How would you respond to these disasters?

* Do you have a method for prioritizing these risks (e.g.,
probability versus impact)?
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Develop Mitigation Plans

* Based on your prioritized risk, begin developing mitigation
plans?

* How do you mitigate?
* Assume risk/Accept the risk: Acknowledge and accept the risk; don’t take
special action to control the risk.
* Avoid: Adjust “business” practices to ensure risk does not occur
e Control: Implement actions to minimize impact or likelihood of risk
* Transfer: Have someone else assume the risk.

* Watch/Monitor: Monitor for changes that affect the nature of the risk (the
strategy based on HOPE)

< Gnostech Inc. 23



Develop Response Plans

* Based on your risk mitigation strategy, develop response
plans that are designed to minimize the impact to the main

objectives (slide #8)

* Create “what-if” scenarios to address all possible outcomes
and response activities

* Ensure you identify stakeholders who can assist in preparing
for the response; involve them in the plans
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ldentify Resource Requirements

* What capabilities are needed to ensure an effective
responses?

* Do you have the right people, the time, and money to plan,
prepare, and respond to a disaster in the port (think beyond
your own staff).

* Develop a plan to incrementally resource developing your
plans

* Do you need a full-time staff or part-time staff? Do you need
surge support? What resources can stakeholders provide?
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Allocate Resources and Implement Plan

* Allocate resources to begin implementation of your
preparedness and response plan

* Periodically obtain updates for both status of
implementation and the resources being used

* Commitment is needed, but priorities may change; be
prepared to modify your plans
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Train and Exercise The Plan

* A plan is worthless if it no one knows it exists or is not used

* Create a training program to inform port personnel about
the plans

* Conduct exercises and look for flaws in your plans;
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Planning and Coordination Between Stakeholders

 Stakeholder integration
* How do you work together?

* Pool & coordinate resources
* Periodic meetings (e.g., Area Maritime Security Committee)

* Table top exercises

* |[dentify existing opportunities to coordinate and integrate
industry and other government agencies with the port
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The Incident Command System (ICS) is a management
system designed to enable effective and efficient domestic
Incident management by integrating a combination of
facilities, equipment, personnel, procedures, and
communications operating within a common organizational
structure. ICS is normally structured to facilitate activities iIn
five major functional areas: command, operations, planning,
logistics, Intelligence & Investigations, finance and
administration. It is a fundamental form of management, with
the purpose of enabling incident managers to identify the
key concerns associated with the incident—often under
urgent conditions—without sacrificing attention to any
component of the command system.

~ Federal Emergency Management Agency (FEMA)
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Port Communications Plan

 Standardizes how port stakeholders will communicate prior
to, during, and in response to a disaster

* Includes:
e Common voice communication channels

* Data communications
* On-site liaisons between ports, industry, and other agencies

* Requires time to identify requirements, develop, integrate,
resource, & test

* Consider low-technology options
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Resource Availability Planning

* Pre-positioning resources is a critical component to effective
preparedness & response

* Possible activities
* Pre-negotiate service contracts
* Pre-positioned fuel, potable water, emergency vehicles

* Emergency response capabilities to help citizens during and
after the storm

* Security requirements
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Effective Disaster Preparedness In
Ports Il — Practical Exercises
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EXERCISE 1

Create a list of relationships that will be
valuable in preparing for and responding
to a disaster.
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Exercise 1
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EXERCISE 2

Develop a list of potential pre-planned
responses you expect to develop within
your port.
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Exercise 2
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Exercise 2 Sample Answers

* Port closure procedures * Back-up power
(maximize commerce and .
ensure safety of all port * Salvage operations
assets) * Port navigability

* Personnel evacuation
* Medical support
* Incident command post stand-

* Port reconstitution
* Communications plan

up * Environmental hazard
* Pre-positioning assets e Security zone enforcement
* Airlift of materials & . ) .
equipment Post-storm medical

evacuations
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Exercise 3

Develop a list of assets that need to be
pre-positioned. Be prepared to discuss
how you would go about pre-positioning
the assets.
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Exercise 3
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Exercise 3 Sample Answers

* Emergency vehicles * Back-up power

* Potable water * Communication nodes
* Fuel * Command vehicles

* Shelters * First responders
 Salvage vessels * Fork lifts

 Salvage equipment * Fuel barges

e First aid stations
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Exercise 4

Develop a list of service contracts you
may want to have in place prior to a
disaster.
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Exercise 4
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Exercise 4 Sample Answers

e Satellite phone services

* Satellite communications
* Salvage support

* Shoreside security

* Waterborne security

* Fuel

* Additional generators

* Mobile command center
capability

* Information technology
support
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Exercise 5

What pre-planned responses can you
develop and practice prior to a disaster?
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Exercise 5
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Exercise 5 Sample Answers

 Systematic port closure * Generator explosion in port

* Personnel evacuation * Ship collision

* Incident response command ¢ Environmental disaster
post stand-up during a storm

* Bridge collapse * Crane collapse on-shore

- Exposed & injured personnel ~ during a storm

during storm
* Fuel spill
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