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2018 Port Security Management Workshop

Port and Maritime Crisis Response and Recovery

Port Resiliency & Introduction to Marine Transportation System Recovery

Presenter: Mr. Joseph Couch
U.S. Coast Guard
Port/Recovery Security Specialist



Overview

* This Presentation Provides an Overview on Two Main Topics:
* Port Resiliency

* An Introduction to Marine Transportation System Recovery (MTSR)
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Port Resiliency
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Port Resiliency - Defined

e Port Resiliency means:

* Ensuring freight successfully arrives;
* |s suitably processed; and

» Departs the port as efficiently as possible
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Resilient Port Determination

e Factors Used to Determine How Resilient a Port is Include:

* Redundant Cargo Handling Capability

* |dentifying primary steps involving:

1.

2.
3.
4

Operations - Cargo movement, manifesting, & storage processes
Process Management — Who is in-change of these processes
Status of Processes - Who / Which agencies kept informed of processes

Operational & Procedural Decision Making - Who has a decision-making role in
changing operating rules / procedures when a disruption occurs
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Complexity of Ports

* Ports are Complex Entities — They Involve:

A Three-layered Structure -
1. Physical / Logistical Layer — Physical transportation systems (vessels, truck, rail)

2. Information Layer — Movement of goods driven by information flow (supplier, retailer,
customer)

3. Regulatory Oversight Layer — Policy / guidance for commerce and security. Enforces
standard rules across the industry

 Structure ensures safe/secure port operations
* Focused on the supply chain — International movement of goods

OAS May 8, 2018 Port Miami, United States & PORTA14//

!

EE

: )
ey
_-@ﬂg

o

Rk




Vulnerability of Ports

* Ports are Subject to a Variety of Vulnerabilities Associated with:

* Technological Failures - physical & cyber-related
* Vessel & Port Facility Equipment
* Computer Networks & Operational Technology Systems

* Human Failures
* Terrorist Attacks
* Operator Errors
* Industry Disputes (labor strike)

* Natural Disasters
* Hurricanes, Floods, Earthquakes & Tsunami

* Organizational Failures
* Poor Interagency Coordination
* Poor Training
* Excessive Bureaucracy
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Stakeholder Involvement

Port Facilities Present a Unique Owner / Operator Makeup
» Privately Owned / Operated
» Publicly Owned / Operated
» Publicly Owned — Privately Operated
 Privately Owned — Publicly Operated

Port Facilities Could Interact with Various Stakeholder Groups
» Some Stakeholders May Interact with Each Other
* Each Stakeholder May Have it’s own Priorities
* They Could Include:

» Port Authorities

*  Terminal Operators

+ Port Labor Force

*  Maritime Vessel Operators

» Local, State, & Federal Governments
* Local Fire & Police Departments

*  Freight Brokers, Carriers, & Shippers
» Port Advisory / Planning Councils

+  Maritime & Trade Associations

Disrupted Event + Port Resiliency - A Simplified Equation
* More Resilient — Less Stakeholder Involvement
» Less Resilient — Greater Stakeholder Involvement
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Resiliency Plannin
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Adds Capacity & Capability

Enables Ports to:
* Maintain Operations
e Quickly Restore Operations

Key: Acceptable Level of Service

Two Planning Focus Areas
* Prevention
* Recovery




Planning Assumptions

e Find Your “Tolerable Floor”

 Limit of disruption you can tolerate

* Length of disruption you can tolerate
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Risk Assessment

* Risk = Threat X Probability X Consequence

* Identify Threats
* Weather, Human Incident, etc.

* Research & Assign Probabilities

* Probability is a distribution of risk

* Assume probabilities are wrong...
* |dentify information gaps

 Estimate Consequences

* Include stakeholder involvement
* Include impacts

* Consider interdependencies
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Resilience Strategies — Evaluate & Prioritize

* |dentify & Prioritize Resiliency Gaps
* Strengthen & Close Resiliency Gaps
* Invest (SS) in Reinforcing Critical Resiliency Gaps

* Regularly Review & Revise
* Challenge Planning Assumptlons
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Resilient Ports

e Serve the Nation

e Great for Business

e Require a Resilient Workforce
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Introduction to Marine Transportation System
(MTS) Recovery
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Marine Transportation System (MTS)

 What is the Marine Transportation System?
 Who are the Stakeholders?

 Why Should you be Concerned?
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Nationally — The MTS Could Include...

Hundreds to Thousands of Miles of Navigable Channels and Rivers
Numerous Port Facilities

Multitude of Intermodal Connections

Large Number of Aids to Navigation

Link to Multiple Railway and Numerous Roads or Highways
Millions of Dollars to a Nation’s Economy

Large Number of Jobs
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MTS Disruptions — Cause & Effect

* When a MTS Disruption Occurs — Recovery Measures Should Include:

* Emergency Measures, Operations, & Activities in the Incident & Non-Incident
Areas used to —

* Facilitate the resumption of commerce and re-establish basic functionality of the MTS

* MITS Recovery Includes Both:

e Structural Measures — Aids to Navigation Replacement, Blocked Channel
Clearance, etc.

* Non-structural Measures — Directions, Orders, or Emergency Procedures
Given by Higher Authority
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All-Hazard Approach to MTS Recovery

 Measures Implemented When MTS Dlsrupted by:
* Man-made Incidents
* Terrorist Attack
* Marine Casualty
* Mass Rescue
* Environmental Disaster

 Natural Disasters

* Hurricane
* Flood
e Earthquake / Tsunami
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