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Exerase/ O lew.

Objectives:

« Understand security risk isues in seaports; and
* |dentify potential areas of consideration in security planning

Methodology:

 Divide into groups;

« The scenario will be followed by injects with a series of
guestions;

« Work in groups to address the questions; and

« Appoint a spokesperson to provide a briefing.
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* You are the operator of Port Mona. The
port is:

— The largest port in the country

— Adjacent to a Free Trade Zone in
which the government is heavily
Investing

— Multi-functional;
e Cruise traffic

— The capital for tours and
shopping
— Several beach areas for tourists

» Containerized cargo
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Despite the implementation of the
ISPS Code and significant
Investment in physical security
measures, narcotics smuggling
continues to increase.

Traffickers also appear to have
very specific knowledge regarding
cargo and container information.




« Cargo theft is becoming an increasing problem at Port Mona

» (Cargo shippers are pressuring Port Mona and the government to improve
security

« Cargo shippers want to ensure that cargo transiting Port Mona is less
frequently targeted by customs and law enforcement in large trading
partners, like the US and EU

» Shippers have discussed re-routing cargo to competing ports with better
security and/or that participate in supply chain programs, such as the US
C-TPAT or EU AEO programs
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1. How would you assess the risk in the port? What are
the components of risk?

2. How does the ISPS Code help manage risk?

3. How could C-TPAT or an AEO program help manage
risk?
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 After a major drug seizure, an investigation reveals that Port
Mona’s terminal operating system had been compromised.
The compromise involved staff accessing the terminal
operating system to:

— ldentify high-value containers for theft

— ldentify container locations for relocation elsewhere in the port
where physical and electronic surveillance was weaker

— Access and manipulate manifest and routing data of targeted
containers in order to facilitate access to key persons for
narcotics smuggling.

* As aresult, several carriers have requested a meeting with
Port Mona leadership to discuss the immediate cessation of

calls at Port Mona and re-routing cargo to other ports in the
region
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1. What are some of the potential consequences of the
information breach to the business?

2. What are the priority information or IT systems to be
protected?

3. Who is responsible for protecting information?
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 The staff at Port Duran have successfully secured the
terminal operating system and identified that employees had
been coerced into cooperating with an organized criminal

group.

* The compromised employees had passed sensitive
information to the criminals and had installed key-stroke
loggers to allow for remote monitoring of the system.

« The port has taken initial action by terminating the
employees involved in the compromise, assisting in the
potential investigation, and prosecution, and conducting a
system-wide password reset as well as review of logs for
other indications of compromise.
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1. What are other measures that should be taken to
secure the TOS as well as the port as a whole?

2. What are the liability issues?

3. What are some of the longer-term improvements
you must implement?

4. What should the top management be focused on?

5. If you were briefing the Board or CEO, what would
be the key points that they should know?
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. WILL ADD ONCE REST OF TTX IS
COMPLETE
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