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MTSA

MTSA – Maritime Transportation Security Act of 

2002 for Port and waterway security, Domestic 

version of ISPS – requires vessel’s and port 

facilities to conduct vulnerability assessments and 

develop security plans that include passenger, 

vehicle, baggage, cargo screening procedures, 

security patrols, restricted areas, Personnel Id 

procedures and access control measures.

ISPS



Risk Based 

Methodology
Efforts focused on higher risk areas to minimize 

security incidents, including:

Tank Vessels

Barges

Passenger Vessels

Cargo / Towing Vessels

Offshore Platforms 

Port Facilities handling dangerous cargo



International Ship and Port Facility 

Security code (ISPS)

• Amendment to SOLAS

• Came into force 2004

• Prescribes responsibilities to governments, shipping 

companies, shipboard personnel, port/facility personnel to 

detect security threats and take preventative measures 

against security incidents affecting ships or port facilities 

used in international trade.



ISPS Scope 

Company Security Officer (CSO)

Ship Security Officer (SSO)

Ship Security Plan (SSP)

Vessel Security Assessments (VSA)

Communication / Security Protocols

Security surveillance equipment

Dangerous hazardous goods

Security Alarm system / satellite

MARSEC level requirements 



Vessel Security 

• IDENTIFY challenges to controlling ship access

• IDENTIFY response actions for a security 

breach

• EVALUATE ships compliance with CVSSA



Vessel Security

 Performance of ship security duties; Access control

to the vessel

 Control of embarkation of persons and their effects 

 Authorized access to and monitoring of restricted

areas

 Monitoring deck areas and areas adjacent to the ship 

 Supervision of the handling of cargo and ship stores 

 Ready availability of security communications 



Restricted areas

• Engine Control Room

• Machinery Space

• Bridge



Vessel Security 

• Verify access control to vessel including:

• Guards at opened side shell doors 

 Shell door guards and perhaps sometimes even

gangway personnel, may be non-security dept. 

personnel, helping out – test knowledge

• Interface between shore and ship (MTSA 104.255)

 Continuous DOS verification

 Does a change in MARSEC Level affect the DOS?



• Screening of passengers, crew, others and associated

luggage.

 Effectiveness of equipment being used

 Calibration of system

 Training of personnel using system

• Cargo and supply screening

Vessel Security



• Gangway security checks IDs for all persons looking to

gain access to the vessel. (33 CFR 104.295)

• Spot check the SSO by asking relevant questions about

the security personnel and procedures and training

Who is the vessel SSO?

Measures in effect to prevent weapons, dangerous

substances, and devices from getting aboard

Ship’s ability to change Maritime Security (MARSEC)

level at any given time

Vessel 

Security



Identify Response Actions for a Security 

Breach:
• US Coast Guard Policy 

To whom shall contact be made?

• Communication challenges

What if 

o It happens outside the US and is remedied

outside the US?

o Happened outside the US, discovered in US

waters and;

 Reported

 Not reported



Cruise Vessel Security and Safety Act (CVSSA) 

of 2010

Promotes the safety and security of cruise vessel 

industry passengers and crew

Updated ship design requirements

Public access to crime information

 Improved medical support to victims of sexual 

assault

Preservation of evidence necessary to prosecute 

cases



CVSSA applicability

The CVSSA applies to all passenger vessels that :

• Are authorized to carry at least 250 passengers

• Have onboard sleeping facilities for each passenger

• Are on voyages that embark or disembark passengers in 

the United States; and 

• Are not engaged on a coastwise voyage 



Rail Height

o Spot check a random 
number of exterior 
passenger cabin balconies 
rail heights 

o Open decks and balconies 
facing the sea must be 42 
inches from deck edge

o Negated for special 
arrangements such as in 
way of Lifesaving or 
boarding areas for the 
same 42 inches 

minimum



Peep Holes (or other means of visual communication)

o Required in both passenger 

staterooms and crew cabins

o No requirement on 

placement, but must be able 

to clearly see the corridor

o Maintain SFP standards for 

installation





Security latches and time sensitive keys

o Required keel laid after July 27, 2010

o Both passenger and crew cabins

o Shall not hinder emergency access

o Spot check a random number of 

cabins are fitted with security latches 

and time sensitive keys



Security Guide

o Descriptions of medical and 

security personnel

o 24 hour contact information 

for same

o Describes jurisdictional 

authority and law 

enforcement processes



Embassy and Consulate Information

o Must be available in 

passenger cabins

o Location readily accessible 

to crew

o List contacts for all countries 

visited on voyage



Sexual assault evidence preservation training and medication

o At least one crew member shall be trained 

in detection, prevention, evidence 

preservation and reporting requirements

o Adequate number of evidence preservation 

kits and anti-retroviral medication onboard

 Identified per the vessels SMS

 The vessel has a policy for 

confidentiality and ensures patient 

records are not released without the 

prior knowledge and approval in 

writing of the patient, or if the patient is 

unavailable, their next-of-kin



Patient access to contact information and private 

communications

o Free and immediate access to contact 

information for

 FBI

 USCG

 US Embassies and consulates

 National sexual assault hotline, or 

equivalent

o Access to private telephone or internet 

capable device

 May be anywhere on the vessel, 

including guest cabin, ships office, 

etc



Crew access to passenger staterooms

o Procedure in place to control cabin 

access; which crewmembers can 

access passenger staterooms and 

at what times such access is 

permitted 



Log book and reporting requirements

o Verify vessel maintains log of 

crimes and incidents, 

 Task is only to verify vessel 

has a log aboard to 

document crimes and 

incidents

 May be electronic



Future CVSSA Requirements

o USCG will not enforce these requirement until implementing regulation and 

policy direction is developed (CG-543 policy letter 11-09)

 Acoustical hailing and warning devices 

 Over-board detection

 Surveillance and access to video records



Summary 

Each crew cabin shall be equipped with entry doors that include peep 

holes or other means of visual identification, in accordance with the 

CVSSA

An incident in which security measures have been circumvented, eluded, or 

violated; but no loss of life, environmental damage, transportation system or 

economic disruption occurred, is a definition of a security breach.

A security breach must be reported to the National Response Center

IAW the CVSSA - embassy and consulate information must be available in 

passenger cabins.


