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Purpose

The goal of this lesson is to provide a general
understanding of the concerns that motivate vigilance
regarding maritime security and compliance with the

ISPS Code.
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Objectives

DESCRIBE threats that may affect port facilities

DISCUSS incidents that have impacted vessels and port facilities

DESCRIBE potential maritime security threat vectors for port
facilities

DISCUSS reasons effective security measures benefit port facilities
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A Commercial pressures
A On-board security

A Crew vetting

A Insider Threat
A Security Screening

A Piracy
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Security Vulnerabilities

A Port Security Measures

A Rapidly changing security
environment

A Operations

A Port Calls and shore
excursions
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Vulnerabilities and Attractiveness
to Terrorism

Cruise Terminals are easily accessible

Large numbers of people confined to a single geographic space
— Maximize casualties
— Mass chaos
— Combines economic and human targets
— Political, social, and economic effects

Vulnerabilities:
— Large target
~-*Unes c awalddt s=d
— Rescue operations have higipotential to be disastrous

Cruise ships are highly iconic in nature

Global Cable Network News (CNN) effect
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Vulnerabilities and Attractiveness
to Terrorism

A Security checks are far less stringent than those used in
commercial aviation.

A Lack of comprehensive background checking/vetting of those
with access to the ship at overseas port calls (i.e. service
employees).

A Low wages may make persons highly receptive to bribes.
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 Cruise ships routinely
anchor offshore for
extended periods of time
making a cruise ship
susceptible to a collision
assault attack

e Precise schedules and
preplanned itineraries are
readily available on the
Internet

Vulnerabilities and Attractiveness
to Terrorism
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Attack Contingencies and
Implications

Sinking a cruise ship

External small boat ramming attack

Underwater attack

Other scenarios (e.g., IED in passenger congregation areas,
random | et hal assaults, or “Bl a
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Concerns

« Security Is a global issue. Terrorists and
other non-state actors have no boundaries

* Even good security does not always deter a
threat or terrorist action

« Plans must be in place to respond to a
security threat
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Security Benefits

* Good security provides for mitigation of threats and effective response
to incidents that may occur.

e Even if a crisis is caused by an accident or natural disaster, a culture of
good security prepares personnel for a better response.
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Risk

Capabilities x Intentions

Threat x Vulnerability x Consequence

I

Risk
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Threats

Threats may come from:

e Terrorists

Criminals/piracy

Civil disorder

Disgruntled employees

Activists
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) Incidents

Aden, Yemen: 2000

- USS Cole attacked by suicide small
boat while refueling

- VBIED tore 40 foot X 40 foot hole in
hull, killing 17 and injuring 39
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Incidents

Gulf of Aden: 2002

- M/T Limburg attacked by small boat
laden with explosives

« Approx. 14,000m3 of oil was
discharged into the Gulf of Aden

« One killed and 12 injured
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The Aftermath of the LIMBURG
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) Incidents

Davao City, Philippines: 2003

- A bomb exploded near a barbecue
stand in a row of food stalls by the
Sasawharf Ferry

- TheFilipina Princess and
Superferry 15 were pier-side at the
time of the attack
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Incidents {

Philippines: 2004

- Superferry 14 underway off
coast

- Small television with 3.6 Kg of
explosives inside detonated, e
resulting in blast and fire with
116 killed or missing G —
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Incidents

Agaba, Jordan: 2005

- USS Ashland and U3&arsarge
attacked by twokatyusharockets
while in port

« Standoff rockets missed the
vessels, but struck a warehouse,
killing 1 Jordanian soldier
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Incidents

Gulf of Aden: 2006
« M/V HYUNDAI FORTUNE 97km from Yemen
- Vessel damaged, one crewmember injured

«Fire caused by accident al Il gni ti

Incident
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Incidents

Mumbai, India: 2008

T - Gunmen left a trail of bloodshed and
- Militants hlJaCked VGSSE', then used devastation in India’s financial capital last year

small boats to land at fishing village |3 . = c2m_  To)Mahal Palace

= Chhattrapati 31 people died :n the

i J&— Rallway el

- Open sources state that local * Qberol  station > 565 rooms

. .y 5> & Built 1903
fishermen asked militants who they

were at landing, and reported the
Incident to police

gassal o
November ?6 -29 | ‘
10 militants ‘
166 killed
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Incidents

Strait of Hormuz: 2010

- VLCC tanker M. Star attacked by small boat with explosives, detonating
alongside

- Vessel damaged, one crewmember injured

- If blast had penetrated the hull, environmental and economic damage
could have been catastrophic
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Incidents

Basra, Iraq: 2013

« Truck Bomb explodes in port of Umm Qasr

- Vessel damaged, four workers injured
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Incidents

Turkey: 2015
- Israeli cruise ship bound for Turkey

- Reliable Intel alerted the ship of the possible
threat of underwater scuba scooters rigged with
explosives
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Incidents
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Recent attacks
by al-Qaeda

in the Islamic
Maghreb

1. November
attack on hotel
Kills 19.

2. January attack "
on hotel and cafe
kills 28.

3. March
shooting spree at
popular beach
town Kills 19.
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1.) Radisson Blu Hotel
2.) Splendid Hotel & Coffee Bar

3.) Beach Resorts in Grand
Bassam, Ivory Coast
*French / Western Based targets

*France has large military base in
Ouagadougou

*Sousse, Tunisia: Beach resort
massacre.
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Recent Incidents Targeting
Transportation
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Brussels: 2016

« Airport and Metro suicide bombing

- 32 deaths, and 300 injuries
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Recent Incidents Targeting 2
Transportation Sty

Istanbul, Turkey: 2016
- Atatlrk Airport shooting and suicide bombing

« 45 deaths and 230 injuries
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Recent Incidents
Involving Vehicles

Nice, France:
AJ u | y-86 killegl, 450+ injured

Berlin, Germany: JUST TERROR TACTICS

ADe c —12kibled

TRUGK ATTAGKS

London, England: |

AMa r —4 kiled; 40 injured ]hf LdeiLV?h'C'e |
Stockholm, Sweden: ‘ Fa;;m

AApr —4HRilléd; 15 injured B celeraion

Double - Whegled, 2

Barcelona, Spain: oy \ ‘A

AAu g —13killed; 100+ injured [l HCQU”Q Rcle

] Renting

New York, U.S.A: Bl ‘oo ook O

AOc t —-8Kill&d; 11+ injured

Tajikistan:
AJ u | —4 cychists killed; 3 injured
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Cyber Incidents

Equifax Data Breach: 2017

- Hackers accessed personal information

« 143 million people impacted

MASSIVE DATA

~ BREACH HITS 143 “\w.
MILLION AMERICANS,
/ : mfw
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Recent Incidents

Colombo, Sri Lanka: 2019 ’
« 3 Churches, 3 Luxury Hotels attacked o

253 Killed; over 500+ wounded

| SRI'LANKA BOMBINGS
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Threat Vectors

 Vehicle-bourne IED
- Small boat VBIED
- Standoff attack
 |[ED on vessel

 |ED in facility

- Hijacking

« Active shooter
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Threat Vectors

Additional threat vectors may include:

« Stowaways
- Sabotage to facility equipment

« Underwater swimmers

« Vessel ramming

« WMDs

« Cyber

« Drones
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Drones

Attack methods

Flamethrowers
Carry rifle or handgun

Risks:

Flight ops interference
Navigation Hazard
Infrastructure damage
Facility trespassing
Information gathering
lllicit materials smuggling
Explosives

ChemicalBio Dispersal
Psychological operations
Personnel Assassination
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Drones

Saudi Aramco’s Khurais oil field and Abqaiq processing facility

« 14 Sept 19 struck by UAS and cruise miss
— A dozen cruise missiles and 20 UAS struck 17 different critical infrastructures (19 total strikes)

« While the Houthis claimed responsibility, U.S. Intel suggests Iranian involvement

On 16SEP19, Saudi officials claimed the attack used Iranian cruise missiles and UAS platforms
On 17SEP19, U.S. officials assessed that the attacks likely launched from southwest Iran

U.S. surveillance satellites appear to show Iran readying missiles and UAS at launch sites before the
attacks

The UAS swarm reportedly featured craftsmanship and new updates, evidencing IRGC involvement
One missile reportedly flew over Kuwait

« The attack decreased global oil supply by at least 5%, thus spiking global oil prices by 20%,
benefitting Iranian oil trade suffering under sanctions

Cruise missiles make this one of the most destructive attacks on Saudi infrastructure in recent history

|l ranian sanctions have crippled the nation
sanctions and increased tensions with the U.S. and its allies in the region, including Saudi Arabia

S ¢

18SEP19, Saudi Arabia presents physical evi dei
North to south flight path indicative of Iraqi or Iranian launch point
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Drones

Colombia

Assessment:;

SEP 2019, a Colombian Army discovered two FARC UASs in the SW deptaoho
Small quadcopters mfd. by th&ymaco. of China

Contained 600 grams (1.3 pounds) of unknown explosive
each, and carried shrapnel to intensify the blast effect

Both contained remote detonators sourced from Ecuador *
and Peru (and where the drones were likely purchased); ’

COLAR EOD used jammers to prevent detonation
during render safe procedures

Weaponized UASs in COL is a new TTP, and representa
significant development in strike TTPs for antigovernment dissidents and cartels alike.

Designed to fly to a soft target and detonate, spreading shrapnel over a wide area.

Small UASs are difficult to counter and will present a problem to Colombian security
forces due to their lack of QJAS experience.

This TTP is likely to spread, especially if a UAS strike is successfully carried out.
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Drones

Venezuelan Assassination Attempt
« On 4 A-WPesidentMaduro targeted by two drones laden with explosives
« During a speech commemorati ngstdnhvwer Bol i var
- 1stdrone detonated over National Guardsmen standing in ranks, injuring eight
- 2nd explosion occurred a few seconds later
« Carrying 2.2lbs of explosives

Why use Drones?
- Hard to defend against
« Retail availability
« Relatively inexpensive
- General ease of use

How to defend against?
« Jammers & Hackers (electromagnetic countermeasures)

« Net g uDromeDefendef

« Kinetic means
- _Eagles /@ U.S. COAST GUARD



https://www.youtube.com/watch?v=X27-2WDIZR0
https://www.youtube.com/watch?v=X27-2WDIZR0

Recent Threat Reporting

Trinidad & Tobago
- Citizens have traveled to conflict zones in Irag and Syria to fight alongside
militants; their return poses a thre:

« Feb 2019 UK Foreign and Commonwealth Office (FCO) published a travel
advisory; prospects of terrorist attacks were very high and loneactor attacks
could be indiscriminate and likely would be carried out in crowded places,
frequented by foreigners.

« Permeable borders, lack of resources,

- The US Treasury Department reported in September 2018, and as recently as
March 2019, that two dual US/T&T citizens solicited money and subsequently
facilitated transfers to Syria to support T&T ISIS fighters.
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Recent Threat Reporting

O" AOAAAT O !'" T7AOI O I &£ 4A0O0I
 Increased frequency of terrorist attacks on soft targets

« Undermines fundamental values and principles that unite the Region

« Attack on democracy, human rights, the rule of law, good governance, and the
religious tolerance

- Endangers the social fabric and economic development of the region

« Serious threat to peace, security, stability ~

« ISIS vowing revenge for death of Baghdadi
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Summary

AMaritime security threats are variable, real, and require
vigilance to prevent illicit action and respond to incidents.

A Compliance with the ISPS Code, including an accurate
PFSA, current PFSP, and demonstrated proficiency in drills
and exercises all contribute to effective antterrorism
measures.
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