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* IT MUST BE NICE HAVING 4 J0B
WHERE YOU CAN WORK AT HOME. *

80% believe cyl not their
responsibility

75% require more connectivity

teleconference
equipment and

workcrfg grotps: 60% have not received cyber
electronic approvals training

65% have not received training to WFH
use not updated devices
use unauthorised devices

10% share devices with family
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“Global maritime transportation systems are m o
evolving rapidly as technology and advanced
analytics drive innovation and challenge WV

existing approaches to risk management.
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u Managing Cyber Risk

. Trusted Best-in-Class partners
*  Technology agnostic

. Unique capabilities tailored to the
global maritime and energy markets

Ports & Waterside

e  Blended, standards-based, Facilities
maturity-model assessment
approach - the HACyberlLogix
platform

* Tailored cyber threat intelligence -
informed by “attack side”

*  Cybersecurity training

Ship-owners

. Facilitation of cyber risk transfer & Operators Offshore
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The urgency for action is becoming
gradually understood

Everyone Everyone
who works who doesn't
here work here

Why?

*No apparent ship-related cyber attacks

*No mandatory framework klossner

(TMSA 3) " \We've NARROWED OUR SECURITY
RS DOWN to THese Two GRouPs.”

Other regulations affect maritime Priority

stakeholders (GDPR, NIS, BWM,Sulpur) Understand how these affect our industry in
order to minimize cost

g HudsonCyber ‘Cybersecurity as ROI’




Whether it's a computer on your desk or a phone in your ANDROID SMART
pocket, your devices retain a lot of personal data. And all WINDOWS PCs O MACS. . TABLETS. D PHONES
of that information may be vulnerable to cybercriminals.
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Team Breaches Team Breaches .U file system card statements . D & "
_— — — _o e ——
1 liverpool 280,732 11 mancity | 3,796 Deleted Files Text Messages
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physical storage
space overwritten.

U‘ Text log stored
R on phone

Phone Calls
KNOWING

SRR ‘- Call log stored
3 arsenal 179,095 13 cardiff 8,118 Bank Account Info =

YOUR DEVICE

. 0} Downloaded bank | CORIAIR Name and Address

statements IS THE FIRST
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‘ D} Contact manager

Recently Visited Sites
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8 tottenham |9,596 18 burnley 3 484 O]— Current Location Recent Locations
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CYBER CRIME STATISTICS R e e

10 brighton 15,523 20 huddersfield N/A e e o e e
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Recent Files

5 everton 46,619 15 fulham 5.984 O® v

operating system
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Cookies

9 westham 18,801 19 bournemouth N/A

monetary cost ©  sentdally: © scamemails: © of Americans : ‘f';fﬂ”".n :
tovictimof : i owmonae  SIRIEL
cyber crime: i experienced i TRl cicer  Porcentage
; Cybercrime: 0 :  of Americans
730/ : 78 /o t who expect
o & . to escape
H : cyber crime in
@ Huds“]‘lcyber % : their lifetime:

Managing Cyber Risk

2%

SOURCE: CYBER CRIME WATCH



" IT MUST BE NICE HAVING A JOB
WHERE YOU CAN WORK AT HOME. “

65% have not received training to WFH
use not updated devices
use unauthorised devices

10% share devices with family

) 1
@ HudsonCyber

Managing Cyber Risk

Secure connections
setting up of
teleconference
equipment and

80% believe cyber is not their
responsibility

75% require more connectivity
60% have not received cyber
training

working groups
electronic approvals

© 2020 HudsonAnalytix, Inc. 10
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E-PLATFORMS ADVANCED INTERNET Al AUTONOMOUS BLOCK- CYBER-
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Online Network Vessel E-service Automated E-bill Security
booking optimization machinery centers vessel of lading assurance for
monitoring (for example, navigation customer data
Online cargo Lead customer Payment
management generation Reefer call centers) Automated automation Security
container port calls assurance for
Customer Demand conditions Dynamic Cargo automated
personalization  forecasting monitoring capacity insurance operations
reallocation
Dynamic
gricing Predictive
maintenance
Empty-
container
repositioning
Significant impact ‘ Disruptive impact
Source: BCG Analysis
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Victim

___ Date Victim Date
2010-11 Greek Shipping Company Jun 2017 Ships in Novorossiysk
Aug 2011 lIranian Shipping Line (IRISL) ' Nov 2017 Clarksons
2011-13  Port of Antwerp July 2018 Cosco US
2012 Australian Customs and Sep 2018 Ports of Barcelona & San Diego
Border Protection Service
Agency
2012-14  Danish Port Authority Jan 2018- September GPS and AlS interference in Eastern
2019 Mediterranean
Apr 2016 South Korea June — August 2019 = GPS and communications
interference in the Strait of Hormuz
Jun 2017 AP Moller Maersk /Mﬁﬁ’o Shahid Rajaee port, Iran
& Q1 and Q2 2020 Cyber attacks on shipping companies
] MSC, Toll Group (twice) and Carnival Cruises
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@ HudsonCyber
Managing Cyber Risk
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CHANGING THE CYBERSECURITY PARADIGM IN THE
MARITIME DOMAIN
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IMO Mariti

Draft Guige

INTERNATIONAL

MARITIME One accepted approach is to comprehensively
ORGANIZATION . . 1
assess and compare an organization's current,
and desired, cyber risk management postures.

MSC 00/23Add 1
Annex 10, page 1

ANNEX 10

RESOLUTION MSC.428(98)
(adopted on 16 June 2017)

MARITIME CYBER RISK MANAGEMENT IN SAFETY MANAGEMENT SYSTEMS

TS AT AFTY ComATIE Such a comparison may reveal gaps that can be

RECOGNIZING the urgent need 10 raise awareness on Oyber risk threats and winerabilties

L addressed to achieve risk management objectives

RECOGNIZING ALSO that Administrations, classéication sodeties, shipowners and ship

aperatons, ship agerts. equipment manufacturers, serice providers. ports and por facittes, . oy .

and ot other marntime Incustry stakeholdens shoukd expedits work towards safeguarding th ro ugh a p rlo rltl Zed Cybe r rl S k m a n age m e nt
SNPRINg from Cument ANG emerging Cytes theoats and vulnoratsses

BEARING IN MIND MSC-FAL 1/Cro3 on Guideines an mavitime cyber sk management

Fpproved by the Faciation Commities, ot its forty-fest session (4 1o 7 Agel 2017), and by e p a n

Maritime Safety Commitiee, at its ninaty-sighth session (7 %o 16 Juna 2017), which provides .

high-ievel recommendations for maritime cyber risk management St can be incorporated Mo

axistng risk management processes and are comglementary 10 the safoty and security

managemert practices established by this Orgarization

RECALLING resolution A741(18) by which the Assembly adopted the Intemational
Managemert Code for the Safe Operation of Ships and for Poliion Prevention (Intemational
Sately Management (1SM) Code) and recognized, Infor ke, the need for appropriste
omanization of mansgement 10 enable it 10 respond 10 the need of hose on board ships 1o
achieve and marzain high standards of safety and enveonmental protection

NOTING the cbjectives of the ISM Code which incluce, infer 2, the provisi

D o 5 4 S . e o e o This risk-based approach will enable an

ships, personnel and the environment, the establishment of appropriate safeguands, and he
Gonanuous improveenent of safaty management siiis of personnel ashore and aboard ships,

2 TS B0yt sy segmt s, st s s organization to best apply its resources in the
most effective manner.

e ISM Code,

2 ENCOURAGES Administations %0 ensure hat cyder risks are appropriately
addressed n safety management systems no later than the first annual verification of the
company's Document of Comphiance afier 1 January 2021

3 ACKNOWLEDGES 0 necessary precausons that coukd be needed to prsenve e
confidensality of cartain aspects of cyber risk maragement;

4 REQUESTS Member States to being this resokution 10 the atiention of all stskeholders.

% HudsonCyber © 2020 HudsonAnalytix, Inc. 15
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NIST CSF

Functional CSF Category
Category

IMO Clause

(Category) IMO Clause Description

Asset Management
*  Business Environment

* Governance

*  Risk Assessment

Risk Management Strategy

Identify: Define personnel roles and responsibilities for cyber risk
management and identify the systems, assets, data, and
capabilities that, when disrupted, pose risks to ship operations

Access Control

*  Awareness & Training

* Data Security

* Information Protection
Processes & Procedures

*  Maintenance

Protective Technology

Protect: Implement risk control processes and measures, and
contingency planning to protect against a cyber event and ensure
continuity of shipping operations

Anomalies & Events
*  Security Continuous
Monitoring

Detection Processes

Detect: Develop and implement activities necessary to detect a
cyber event in a timely manner.

Detect
(3.5.3)

Response Planning
* Communications

*  Analysis

*  Mitigation
Improvements

Respond: Develop and implement activities and plans to provide
resilience and to restore systems necessary for shipping operations
or services impaired due to a cyber event.

Recovery Planning
* Improvements
Communications

Recover: Identify measures to back-up and restore cyber systems
necessary for shipping operations impacted by a cyber event.

G HudsonCyber © 2020 HudsonAnalytix, Inc. 16
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understood

Governance

Workforce & Tralning 12.97%
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recognized Suationel Anversross |
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10.87%

Info & Comm Technology
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Evaluate and Fund Risk
(In terms of Investment decisions)
Evaluate and Fund Risk
Board of Directors (Minimize Iosses‘; support/protect
shareholder equity)

Manage Risk

(Profit and Loss / Balance Sheet)
Identify, Prevent, Accept,

and Transfer Risk
(Insurance; Agreements and Contracts in

terms of and risk to Profit and Loss and

Balance Sheet)
Validate Risk, Allocate
Resources

(In terms of cyber risk to operations and
Profit and Loss)

Communicate Needs,
Solutions

(In terms of cyber risk to operations that
supports cash flow and profit and loss)

Shareholders, PE,
Partners, Shipowners

Business Leaders
(CEOs, MDs)

Risk Leadership
(Counsel, Risk Mgr.)

Security
Leadership

Security

Practioners
)~

@ HudsonCyber © 2020 HudsonAnalytix, Inc. 19
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Key Considerations f6r Empowgring Leaders-andnstitu jalizin‘g‘QYbersecurity
e N T -

Capability \‘gﬂ.,\

ORGANIZE!
Establish multi-disciplined cyber working group that meets regularly. Grant authorities!

ENTERPRISE ASSESSMENT
Perform an enterprise level cybersecurity capability assessment.

CYBER THREAT ANALYSIS
Assume you’re already compromised. Discover who’s targeting you; emergent exploits.

QUANTIFY YOUR EXPOSURE
Identify your most valuable assets, determine values and develop loss scenarios. Prioritize.

STRESS TEST YOUR INSURANCE
Review all policies for gaps/exclusions. How do they perform against the loss

scenarios?
PREPARE

Establish a Cyber Incident Response (IR) plan. Update Data Loss Prevention (DLP),
Disaster Recovery (DR) and Business Continuity (BC) Plans.

TRAIN
Train! Deliver awareness training to executives (first) then staff and crews.
Incorporate cyber risk factors into drills and exercises.

SUSTAIN RESOURCES
Develop and sustain resources (people, processes, tools) with a budget.

1 B 1 3 1 | R
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WE THINKIT'S TIME
FOR YOU TO COME SIT AT
THE BIG KIDS' TABLE!!
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