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Port Vulnerabilities
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Drug trafficking

Drug
smuggling

Large scale
(bulk ) 

camouflage

Trafficking of precursors
and chemical substances

Mislabeling , 
counterfeiting , 

diversion .

From its mandate, the STAND 
Program warns the new 

dynamics of drug trafficking 
constitute a threat that directly 

affects port areas, not only to the 
administrative and operational 

field, but especially to the 
biosecurity of workers

Ports, as strategic entry and exit points for international trade, have become vulnerable targets for the smuggling of 
drugs and precursor chemicals. The fight against drug trafficking faces new challenges due to globalization, 
technological evolution, and the increasingly sophisticated use of drug trafficking routes. 

This presentation explores how port vulnerabilities, coupled with the increasing complexity of drug trafficking 
operations, require special attention in terms of the identification, safe handling, and disposal of illicit substances.
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Challenges in ports management: drugs and 
chemicals

Global demand of synthetic drugs and NPS

Trafficking of chemical substances, pre-precursors 
(designer precursors) and precursor chemicals (NCS)

Bulk physical and chemical camouflages of drugs 
(large cargoes)

Temporary storage and final disposal of substances 
and precursor chemicals

International traffic of laboratory equipment for 
synthesis



5

Detected Methods of International Maritime 
Drug and Chemical Precursor Trafficking

"Contaminate" 
containers in 
unsuspecting ports or 
non-traditional routes 
to avoid detection.

Drugs and precursors 
are camouflaged in 
legitimate products, 
such as fruits, heavy 
machinery, and 
agricultural products, 
through creative 
methods.
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Detected Methods of International Maritime 
Drug and Chemical Precursor Trafficking

The commercial shipping 
industry has long been 
plagued by illicit drug 
smuggling operations. 
Transnational organised 
crime target merchant 
ships by concealing drugs 
on board, or within the 
cargo, or by attaching drug-
filled containers to the 
underwater hull. Despite 
efforts by governments and 
international bodies to 
curb trafficking operations, 
the global drug market 
continues to expand with 
growing demand
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Detected Methods of International Maritime Drug and 
Chemical Precursor Trafficking: Concealment on board

The International Ship and Port Facility Security 
(ISPS) Code, requires ships and port facilities to 
conduct regular security assessments, develop 
and implement security plans, and provide 
training and drills for personnel. These measures 
can help to identify and address vulnerabilities 
in the security system that could be exploited by 
drug traffickers.

Imagecredit: InSightCrime

As can be seen in the graph, there are many 
places on a ship where drugs or chemical 
precursors can be hidden.
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Modalities: Improvised device called 'parasite', 
which was attached to the ship during its stay in port

"Parasitic" devices, 
when found on the hull 
of vessels, can 
manifest themselves 
in the form of 
cylinders, boxes, 
magnets, tubules, or 
tubes that adhere to 
the surface or to 
elements found 
beneath the surface of 
the sea, for example, 
the keel, rudder blade, 
and sea chests.
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Modalities: Go -Fast boats for drug trafficking

Go-Fast boats use two to six outboard 
motors and no flag. 

They navigate primarily at night. They 
are equipped with GPS. 

Go-Fast have great travel autonomy 
thanks to the use of up to 20 55-gallon 
fuel drums. 

They can be refueled at sea, allowing 
them to sail for up to five consecutive 
days with loads of up to 5 tons of drugs.

E.g.: 2 hours from Santa Marta to the 
Galapagos Islands or 76 hours to 
Mexico.
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Modalities: go -fast boats used for drug and chemical 
trafficking
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Modalities: semi -submersible devices

They are up to 20 meters long and 
are handcrafted from fiberglass.
They use more than a ton of lead to 
submerge.
Semi-submersibles have been 
captured with nearly 20 tonnes of 
drugs.
In 2010, authorities captured the 
first fully submersible drug 
submarine near the Colombia-
Ecuador border. 
In 2019, the first semi-submersible 
in Europe from South America was 
captured with 3,000 kg of alkaloids.



International trafficking of precursor chemicals
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New chemical substances 

are constantly appearing 

in the context of 

international traffic, 

exceeding the control 

capacity and increasing 

the risks in the physical 

inspection process. In 

these cases, it is always 
necessary that the port 
personnel carrying out 
the inspection have 

protective elements and 

have the appropriate 

training and knowledge 

of chemical substances.



Maritime routes and illicit trafficking of precursors 
for clandestine production of fentanyl

13

Key sea routes from China (Shanghai, Ningbo and Quingdao) 
connecting to transit zones in Hong Kong, Japan and South Korea 
before heading to Mexico. From India, shipments originate in the ports 
of Chennai and Mumbai.

The chemicals are transported by cargo ships or commercial aircraft, 
using camouflage methods to avoid detection.

Ports of entry into Mexico: the Pacific ports.

The production and diversion of fentanyl and its precursors are difficult 
to trace due to the small quantities needed to meet demand.



Método Janssen Método Siegfried Método Gupta Et. Al
1 ðBencil ð4 ð

Propanona

1 ðBenzil ð4 ð
Feniliminopiperidina

1 ðBenzil ð4 ð
Anilinopiperidina

Bencilfentanilo

Norfentanilo

Fentanilo

4 ðPiperidona

4 ðAP

ANPPANPP

NPP

4 ðPiperidona

1 ðFenetil ð4 -
Feniliminopiperidina

Sustancias no controladas Sustancias controladas
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Chemical precursors trafficked internationally for the 
clandestine production of fentanyl



International trafficking of precursor chemicals
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Difficulty in identifying illicit drugs in bulk 
camouflaged form
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Vulnerabilities in the control of precursors and 
chemical substances

Chemical and drug control 
vulnerabilities in seaports

Lack of knowledge on national and international
regulations

Single 
Convention on
Narcotic Drugs, 

1961

Lists of controlled
substances

Convention on 
Psychotropic
Substances, 

1971

Convention against Illicit 
Traffic in Narcotic Drugs 

and Psychotropic 
Substances, 1988..

Tables of 
precursors and 

controlled 
chemicals

Technological limitations

PIPH

approved 
preliminary 

identification 
tests

Instrument
al

Raman 
Spectroscopy

FTIR

Chromatograph

Biosafety

Hazardous nature of the
substances

Most of the trafficked and seized 
chemical substances present 

risks due to their nature: 
explosive, toxic, corrosive, 

flammable, oxidizing, harmful, 
among others.

Chemical 
incompatibility
and synergies
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International Control of Precursor Chemicals: Reports 
to the International Narcotics Control Board (INCB)

Pursuant to article 12, paragraph 12, of the 1988 Convention, Governments are required to submit annually
to INCB information on substances frequently used in the illicit manufacture of narcotic drugs and psychotropic
substances. The information is provided on a form, known as form D,5  which is made available by INCB on its
website. 

The information to be submitted includes: (a) the amounts seized of substances included in Tables I and
II of the 1988 Convention and, when known, their origin; (b) any substance not included in Table I or Table II
that is identified as having been used in the illicit manufacture of narcotic drugs or psychotropic substances;
and (c) methods of diversion and illicit manufacture.

That information is critical as it allows INCB to identify and analyse emerging trends in trafficking in precursors and the 
illicit manufacture of drugs (see chap. III). The deadline for submission of the data for 2023 was 30 June 2024.
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Status of governments that have reported 
seizures of chemical subtances  to INCB

As at 1 November 2024, 63 Governments 
had reported seizures of substances listed 
in Table I or Table II of the 1988 Convention 
on form D for 2023. Fifty-two Governments 
had reported seizures of substances not 
included in Table I or Table II, and only 33 
had supplied information concerning 
methods of diversion and illicit  
manufacture. 

Several Governments  had submitted  
incomplete  forms  lacking  details  
necessary  for  the Board to identify  
emerging trends  in trafficking  in 
precursors  and the illicit  manufacture  of 
drugs or to analyse weaknesses  in 
precursor  control  mechanisms  (see map 
1). 



20

Vulnerabilities in the international control of 
precursors and chemical substances

INCB is aware of some 50 countries 
that that have placed one or more 
chemicals that are not in Tables I or II 
of the 1988 Convention under national 
control .

 At the same time, INCB is aware of a 
total  of 66 Governments that have 
reported seizures of such chemicals 
(see figure 1). 

The authorities of 15 countries are 
using the PEN Online Light system to 
voluntarily notify importing countries 
and territories of planned exports of 
chemicals not under international 
control .
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Tools available to strengthen precursor chemical 
controls at the international level

Precursors  Incident  Communication  System тPICS- (INCB)

PICS is the only global secure online platform for sharing actionable information on incidents, including both seizures and 
suspicious shipments of precursors and equipment used in illicit  drug manufacture.  The platform enables users т mainly 
regulatory and law enforcement authorities dealing with precursor matters т to conduct a wide range of analyses and provides 
the basis for backtracking investigations. 

PICS has also been effective in serving as an early warning system for the emergence of new chemicals that have later been 
brought under international control  by the Commission on Narcotic Drugs.

As at 1 November 2024, PICS had over 700 active users from 130 countries and territories, representing 325 agencies in all 
regions. 

Information on over 4,800 incidents relating to precursors and equipment had been communicated through the system. 

Between 1 November 2023 and 1 November 2024, over 500 new precursor- and/or equipment-related incidents were 
communicated. These incidents involved 147 distinct  substances, of which only 18 were internationally controlled,  12 listed in 
Table I and 6 in Table II of the 1988 Convention. 
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Vulnerabilities in the international control of 
precursors and chemical substances



23

Institutional strengthening for the control of 
chemical substances

Legal 
framework

International drug conventions 
and treaties

International and national lists
of controlled substances

International and national 
standards for port control

Identification

Technological equipment for  
detection of hidden drugs

Technological equipment and 
field tests for identification of 

chemical substances and 
precursors.
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Chemical drug camouflage

Chemical CamouflagePhysical Camouflage

Physical camouflage: The drug is 
hidden in a matrix without any 
chemical changes to its 
structure. Chemical camouflage: 
The drug reacts with one or more 
substances, producing a third 
compound. Specific chemical 
processes are then required to 
recover the drug with a 
percentage loss. Both types of 
camouflage are common in 
natural and synthetic drugs, and 
with chemical precursors.



Drugs reaction with one or more substances

Color, odor and appearanceare camouflaged

There is chemical transformation . PIPH is masked.

There is a % of drug loos when recovering.

It is a more expensive(safe) method. 

Used for both small and large quantities.

ҵEjgokecn"locksҶ"ctg"used. The more locks the more loss.

The drug is recoveredat the final destination or final arrival place. 

Generally, theҵchemistҶ"that hides it, is the one that recovers it. 
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Chemical drug camouflage



Ejgokecn"ecoqwhncig"kp"rqtvu<"ҵNkswkf"EqeckpgҶ0"Vgejpkecnn{"kv´s 
COCAINE IN SOLUTION.

Large quantities can be camouflaged by dissolving it in the fuel of 
vessels

Large volumes of cocaine base are trafficked because it cannot be 
extracted as cocaine hydrochloride.

Cocaine base is recovered and converted into hydrochloride in transit 
countries and then transported to final destination countries.

This type of camouflage is easy to detect if port authorities have the 
proper training.
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Chemical drug camouflage : Cocaine dissolved 
in the fuel of the boats
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Source: CIENA/DIRAN - Colombia

Chemical camouflage: Chemical locks

Ácido 
oxálico

Cloruro de zinc Oxalato de zincCocaína Complejo de coordinación 
metálico con cacaínaOxalato de zinc
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Monomer A

Cocaine

40% Cocaine is hidden inside the polymer structure .

Å Polypropylene(PP)
Å Polyvinylchloride (PVC)
Å Polystyrene(PS)
Å Teflon(Polytetrafluoroethylene)
Å Polyurethanes(TPU)
Å Polyvinylalcohol (PVA)
Å Methacrylates

Monomer B

Chemical camouflage: Use of polymers
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Chemical camouflage : viscous liquids

The cocaine is dissolved in acetone or other volatile 
solvent.

The solution is added to viscous liquid products, e.g. shampoos 
or conditioners, creams or gels and mixed well.

The product is packaged and shipped to the place of 
destination.

At the destination the viscous liquid containing cocaine is diluted in a 
volume of acidulated water. Alkalinized. Precipitated. Filtered and dried if 
necessary, made conversion (mathematical or chemical).
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Chemical camouflage : asphaltite case

The drug is dissolved in solvent (methylene chloride) and 
mixed with the asphaltite, then vegetable oil and activated 
carbon are added. The solution is heated and then allowed to 
cool.

Source: Attorney General's Office of Colombia

It is necessary that the person who 

carried out the camouflage process 

travels to the country of destination to 

precipitate the drug.
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Chemical camouflage: òblack cocaineó cases

India

SpainChileColombia

Brazil

"Black cocaine" is a type of chemical 
camouflage in which the drug is 
concealed, such as charcoal, asphalt, or 
printer toner, usually transported in bulk in 
containers. It is difficult to detect using 
traditional methods.
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Chemical camouflage: black cocaine cases

MINERAL COAL

Use: Fuel. 

Origin:Barranquilla

Destination : No information

Gross weight : 1 t (1 big bag)

Camouflage Type: Physical by dilution 

of HCL_Cocaine .

PIPH: Masking by Scott's reagent - Not 

effective

Identification requires chemical 

extraction followed PIPH or by Raman 

spectroscopy.
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Physical camouflage : impregnated garments

Corresponds to the modality 
of concealment in which 
clothing is impregnated with 
the drug.

It is usually transported as 
containerized cargo. Not all 
of the shipment is 
contaminated.

This was the second similar 
finding.

On that occasion, security 
forces reported 600 jeans, 
the cocaine weight of which 
was 525 kilos.

Source: Prensa Libre*
https://www.prensalibre.co
m/guatemala/justicia/pantal
ones-con-cocaina-localizan-
en-zona-13-otros-dos-
cargamentos-con-prendas-
provenientes-de-colombia/
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Difficulties in the field:  Inspection processes for cargo 
contaminated with camouflaged drugs or chemical precursors

COFFEE HUSK (Coffee Husk Pellets)

Use: Fire starter in fireplaces and 

grills. 

Origin : SantaMarta

Destination : Netherlands

Gross weight : 99 tons (6,600 

packages )

Two (02) containers
50 contaminated packages
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Difficulties in the field: criminalistics and forensics

Forensic and criminalistic component

һRtgugpeg"qh"ҵejgokecn"nqemuҶ

һDemand for large quantities of chemical inputs. 

һNeed for adequate facilities and technology

һDifficulty in detecting camouflage and recovery laboratories

һSpecialized knowledge and training

Field Component - Ports

һHandling of large volumes of goods

һDifficulty in accessing % of contaminated cargo

һLimited inspection and analysis time
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In-situ detection: Port of exit and entry

Preliminary identification tests
(PIPH)

һLimitation of traditional identification tests

һDifficulty in applying the tests to large 
shipments

һDifficulty in carrying out field extraction

Proper Technology

һExpensive equipment: Raman and FTIR

һLimitation in use due to cargo 
disposition

һFluorescence and chemical masking

Inspection personnel
һProper inspection processes: Contaminated 

cargo is a small % of all goods.

һTraining in the use of instrumental 
technology

һBiosafety in inspection processes



This case happened 
to a police officer 
during a vehicle 
inspection, but it 
could happen to any 
officer who carries 
out inspections at 
ports or airports.

Accidents caused by opioid derivative 
substances
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Safe handling of opioids and their
 precursors in ports: PPE

When it comes to 
PPE selection, it 
should be based 
on an 
assessment of 
the risk and 
totality of 
circumstances.
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Safe handling of opioids and their precursors in ports: 
exposure
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Solutions, Training and Advice for Narcotic Disposal 

Regional Programme
STAND
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POST-SEIZURE


