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About HudsonAnalytix ð Cyber 
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At the forefront of driving cyber risk management best practices and international standards in the global maritime industry.

July 2021 December 2020 January 2021 May 2021 September 2021
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Thought Leadership
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Part 1. Current State
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OAS-CIP Cybersecurity Readiness Survey for Port Stakeholders
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OAS-CIP Cybersecurity Readiness Survey for Port Stakeholders
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OAS-CIP Cybersecurity Readiness Survey for Port Stakeholders
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OAS-CIP Cybersecurity Readiness Survey for Port Stakeholders
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Top Concerns
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Part 2 ð Context and Challenges



The Three Golden Rules
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Source: The World Bank, Accelerating Digitalization Across the Maritime Supply Chain 

CƻǊƳŜǊ /ƘƛŜŦ {ŎƛŜƴǘƛǎǘ ƻŦ b{!Ωǎ bŀǘƛƻƴŀƭ 
Computer Security Center, Robert Morris 
Sr. has defined Three Golden Rules for 
ensuring computer security:

Rule #1:  Do not own a computer

Rule #2: Do not power it on

Rule #3:  Do not use it
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Understanding Cyber Risk ð Whatõs Old is New
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 War is:

Å The continuation of policy by other means.

Å An act of force to compel our enemy to do our will.

 

 He Recognized:

Å War is a political, social and military phenomenon.

Å Asymmetries can defeat the perceived superiority of the 
defense.

Today:

ÅCyber risk is a global political, social, economic and 
military phenomenon.

ÅThe most effective asymmetrical cyber risks are Human.
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Personal Confessions
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Have you 
been 
hacked?

Let me count 
the ways:

2012

2015

2015

2017

2017, 
2019, ?

2018

Every Other Year

2009

2015

2016

2022

2024

2016

2014

2021

2022

2024
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Asymmetries: The Global Cyber Battlefield
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Definitions: What is òCybersecurityó?

Cybersecurity is NOT just:

ÅInformation Technology (ñITò)

ÅCompliance (e.g., ISO; ISPS Code; etc.)

ÅSolved by a ñsilver bulletò approach 

Cybersecurity IS:

ÅA sustained risk management activity

ÅSustained, cross-functional collaboration

ÅAbout cultural change and business transformation

ÅThe mission of protecting the business (the Balance Sheet) 

 and the nation

ÅA responsibility that starts with You!
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What is Cybersecurity (cont.)

19

Cybersecurity IS:

ÅThe protection of information and assets from 
theft, corruption, or natural disaster, while 
enabling accessibility to intended users.

ÅSafeguarding and maintaining of information 
Confidentiality, Integrity and Availability (the 
ñCIAò Triad)

ÅA social responsibility that begins with YOU
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One of the greatest threats to us all: data integrity

Integrity. Cyber operations include an 
increased emphasis on changing or 
manipulating data to compromise its integrity 
to affect decision making, reduce trust in 
systems, or cause adverse physical effects. 
    

Threats include:

Å Posting disinformation (false 
data)

Å Altering of online media to 
influence / confuse public 
discourse, sentiment

Å Modifying stored data

Å Transmitting false data

Å Manipulating the flow of data

ź
Ż

James Clapper, Director of 
National Intelligence Worldwide 
Threat Assessment of the US 
Intelligence Community, Senate 
Select Committee on Intelligence
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The Maritime Industry is a Target Becauseé

1. Volume 

of information
2. Legacy systems 3. Money 4. Language

Lots of Information.  
Nation states have proven 
how successful supply 
chain attacks are.  
Criminals are likely to 
launch automated attacks 
against maritime targets 
rich in data.

Lots of Money.  Maritime 
stakeholders regularly 
transfer large amounts of 
money (e.g., between a 
shipowner and a yard or a 
shipping company and a 
bunker operator).

Lots of Legacy Systems.  
Stakeholders have their 
own systems.  Often, 
these systems are older 
and have not been 
regularly patched or 
updated, offering easy 
targets for criminals.

Language. 
Communications are often 
conducted in a language 
not native to the 
participants.  Language 
deficiencies are often 
forgiven.
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What is a Deepfake?

A deepfake is a human impersonation 
created with advanced technologies, 
including AI and deep learning.  It can be a 
fake picture or video ƻŦ ŀ ǇŜǊǎƻƴΩǎ 
expression, an audio file or filter that 
imitates their speech, or anything else that 
resembles a person using machine learning.

Click here for 
video demos:

Taylor Swift on X ς 
Audio Impersonation

Face Swapping 
Video Impersonation

The Exploitation of Trust: The Rise of Deepfakes

© 2025 HudsonAnalytix

https://cdn.prod.website-files.com/61dfc899a471632619dca9dd/62f2e0b36d69a645e539c12e_ezgif.com-gif-maker.gif
https://x.com/McAfee/status/1745226438641602866?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1745226438641602866%7Ctwgr%5Eaa69a10267b79e311b9b17a64bf170acf6e46597%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fwww.creativebloq.com%2Ffeatures%2Fdeepfake-examples
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AI Malware-as-a-Service

ÅVideo / audio AI tools are 
available for $60 ς 400 per 
minute subscription.

Å$1,000 / day for 300 άface 
swapsέ per day in 
images/videos.

ÅInvoice / banking manipulation 
tools:  $15,000 / month.

ÅNo more misspellings, poor 
grammar.

Enables Attacks At 
Scale

ÅBusiness Email 
Compromise

ÅSextortion
ÅSupply Chain ς Port 

Community 
Systems / MSW 
environments

ÅReputational
ÅPolitical

External Threats [as a service]
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Threats: External and Internal ð Expertise is Limited 
(Shortage is Worsening)

ά²Ŝ ǎƘƻǳƭŘ ōŜ ŎƻƴŎŜǊƴŜŘ ŀōƻǳǘ ŎǳǘōŀŎƪǎΦ ²Ŝ ƘŀǾŜ ŀ ǘƻƴ ƻŦ ǿƻǊƪ ǘƻ Řƻ ƻƴ ǘƘŜ /-suite to get 

ǘƘŜƳ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ Ǌƛǎƪǎ ǘƘŜȅΩǊŜ ǇǳǘǘƛƴƎ ǘƘŜƛǊ ƻǊƎŀƴƛȊŀǘƛƻƴǎ ƛƴΦέ

  -Clar Rosso, CEO, ISC2

ISC2 Cybersecurity Workforce Survey of 14,865 Cyber 

professionals surveyed for their organizations:

o 47% identified cutbacks ς layoffs, budget cuts, hiring / 

promotion freezes

o 60% struggle to retain talent

o 62% struggle to operate with a talent deficit 

o 71% identified workload increases

o 35% reported cyber training program cutbacks

o The talent gap expanded 13% over 2022 ς 2023 to over 

3.5 million
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Increasing  
volume and 

sophistication 
of cyber 
attacks

Expanding attack surface 
due to IT / OT integration 

and digitalization

Increasing 
fragmentation 
of the vendor 

market

More complex 
technology to 
manage and 

sustain.

Chronic 
shortage of 
expertise

*Armis Research: https://www.armis.com/newsroom/press/armis-identifies-the-riskiest-assets-introducing-threats-to-global-businesses/  
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Threats: Internal ð External Pressures Feed Into a Vicious Cycle
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Threats: Internal (Ignorance and Indecision)
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Rationale often presented for inaction:Rationale often presented for inaction:

Å Cybersecurity is too expensive ς There is no budget. 
Misperception of only technical solutions
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Rationale often presented for inaction:

Å Cybersecurity is too expensive ς There is no budget. 
Misperception of only technical solutions

Å The competitive imperative ς Trade offs are frequently made 
between security and operations

Å Cyber risk is pervasive ς It is often perceived of as something that 
is overwhelming

Å Cyber risk is difficult to quantify ς No common tools exist to help 
business leaders understand exposure.

Rationale often presented for inaction:

Å Cybersecurity is too expensive ς There is no budget. 
Misperception of only technical solutions

Å The competitive imperative ς Trade offs are frequently made 
between security and operations (efficiency!)

Å Cyber risk is pervasive ς It is often perceived of as something that 
is overwhelming

Å Cyber risk is difficult to quantify ς No common tools exist to help 
business leaders understand exposure.

Å Difficult to change behavior ς bƻǘƘƛƴƎΩǎ ƘŀǇǇŜƴŜŘΣ ǎƻ ǿƘȅ 
change?
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Discussion Point: Social Media
 
ÅHow do you look at social media risk?  Is it a 

cybersecurity risk?



Trust Relationships are the Soft Underbelly of the IT / 
InfoSec Department (1837 ð present) 

28
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Asymmetrical Risks Realized: Cybersecurity and Technology 
Trends 2005 ð 2024 
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Targets:
Port Authorities and terminal operators most at risk
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Transportation Sector Comparison *ENISA Threat Landscape: Transport Sector (Jan 2021-Oct 2022); Published March 2023

Maritime Target Distribution

Port operators

Port 
authorities 
and bodies

Service 
providers

Port operators

Supply 
chain

Port authorities and bodies

Infrastructure and rail

Port operators

Airlines

Service providers

OEM

Airport operators

Public transport operators

Supply chain

Tier X suppliers

Surface transport operators
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Threats: External
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MotivationThreat Actors
Threats

*ENISA Threat Landscape: Transport Sector (Jan 2021-Oct 2022); Published March 2023

Financial 
Gain (38%)

Unknown (29%)

Operational 
Disruption (20%)

Espionage (7%)

Ideological (6%)

Criminal (55%)

Hacktivist (23%)

Individual Actor (7%)

State-Sponsored (15%)

Ransomware

Data-related threats

Malware

Phishing

Breach / Intrusion

Credential 
Harvesting

DDoS

Spoofing

Supply Chain Attacks

Vulnerability 
Exploits
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Cyber Attack Trends by Departments 2023 ð 2024 
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TLP:GREEN

Financial
36%

Executives
36%

HR
5%

Info/Public Facing
5%

Multiple 
               11% 

Other
6%

Unknown
10%
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Discussion Point: Port Ecosystem Vulnerabilities
 
ÅHow might a Maritime Single Window / Port 
/ƻƳƳǳƴƛǘȅ {ȅǎǘŜƳ ŜƴǾƛǊƻƴƳŜƴǘ ƛƳǇŀŎǘ ȅƻǳǊ ǇƻǊǘΩǎ 
cyber risk landscape?



Attack Surface Expansion: the Port Community System
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