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Examples
Colombian Navy

April 2025
Delphi Ranger

November 
2019

British Virgin Islands Premier & 
others

April 2022

Over 200 U.S. Customs & 
Border Protection officers 

arrested since 2004

Chief Superintendent and 
Chief Petty Officer in 

Bahamas
November 2024 Two Greek Port Authority 

Officers
December 2023
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Scenario #1
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Scenario #2
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Scenario #3
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Avenues for Insider Threats

Port Employees
• Corruption
• Coercion

Union
• Selection of workers for the day/ship

Vendors
• Delivery trucks
• Contractors
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Countermeasures

Infrastructure

Cameras in security spaces
Monitor employee computers
Hardwire security data transfer (versus thumb drive)
Spread monitoring (Port manager, security chief, security 
spaces, corporate)
Minimize locations of cash transactions
Signs
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Countermeasures

Personnel

Background check on new hires
Periodic records check
Financial disclosure for certain pay scale
Review of badge access / entry exit
Two-person integrity for high-risk functions
Inter-agency
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Workplace violence

Definitions and statistics

Scope:
• Employee or worker on the facility (someone 

with legal access)
• Physical danger / violence
• Not bullying (other than assault)
• Not sexual harassment (other than assault)
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Workplace violence

Case study profiles
• Younger more likely than older
• Male more likely than female
• Previous incidents (at current workplace or otherwise)
• Access to weapons
• Mental health problems
• Alcohol or drug consumption at the time of the incident
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Workplace violence

Recognize what you don’t / can’t know:

Stress at home
Personal relationships between all employees
Childhood / prior trauma



Insider Threat

Workplace violence

How do you protect against it

Prevention:
In the hiring process:
• Background checks (previous violent incidents)
• Contact previous employers (previous workplace 

violence / disturbances)
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Workplace violence
How do you protect against it

Deterrence:
• Post signs for employees to alert security

Response:
• Call police, file police report
• Take personnel/HR action (revoke badge, suspend, entry 

in personnel file, dismissal)
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