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Consideration #1: Must be ISPS compliant

Consideration #2: What is the nature of your port
A. Container
B. Bulk
C. Passenger/ferry
D. Cruise
E. All of the above
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Mitigation Measures

• More guards
• More cameras
• More locks
• Bigger fence
• Stronger gate
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Risk Management Techniques



Risk Management in Small & Medium-Sized Ports

Technique Advantages Disadvantages
Install hardware 
incrementally

Lower initial cost Patchwork installation
Easier to convince Port 
Mngt

May have to redo some 
installation work

Graduated 
surcharge on cargo 
from high-risk ports

Easily justify extra charge May discourage trade

Surcharge on labor-
intensive cargo

Easily justify extra charge May discourage trade

Techniques - hardware
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Techniques - Personnel
Technique Advantages Disadvantages

Random Surge Catch criminals unaware Leave open other areas

Short-Notice 
Schedule Change

Disrupt planned insider 
threats

Labor, May be Seen as 
Punishment

Random 
Assignment of 
Roles

Unpredictable for 
criminals

Cross-training of security 
force
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Techniques - Process
Technique Advantages Disadvantages

Change event to 
daylight only

Statistically favorable May limit revenue

Two-person 
integrity

Lessens chance of 
mistakes / insider threat

May require more guards

Hiring Process Start with good / clean 
employees

Labor laws / privacy laws



Risk Management in Small & Medium-Sized Ports


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19

