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* To have a discussion on three port
security best practices currently used
in Jamaica and how they have
contributed to securing our Maritime
Transport System




Objective

At the end of the module delegates will know:

* Three maritime security best practices used
in Jamaica.

— The National Accreditation Committee
(NACQ)

— Port Security Committees (PSC)

— Security Risk Management Groups
(SRMG)

* To understand their benefits and impact on
Jamaica’s maritime industry.



Port
Facilities
In Jamaica-

20

Kingston: (9 Facilities) - KFTL, KWL,
Newport Wharf and Storage, Petrojam,
Rockfort Pier, Carib Cement (3)

Port Royal Cruise Pier
St. Catherine — 1 — Port Esquivel

Clarendon — 2 — New Fortress Off
Shore; JAMALCO

St. Elizabeth — 1 — Port Kaiser

St. Ann - 3 — Reynolds Pier; Port
Rhoades; Ocho Rios Cruise Pier

Trelawny — 2 — Tankweld Rio Bueno;
Falmouth Cruise Pier

St. James Montego Bay — 2 — Montego
Bay Cruise and Cargo/New Fortress

Portland — Ken Wright Pier
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* Shipping is of major
importance to Jamaica.
There is an average of
3000 shiﬁ calls per 1year
by merchant vessels

Jamaica * Our borders and

national security are

Maritime threatened by
i smuggling of drugs,
S ecurlty weapons and
ammunitions, human

tratficking, cargo theft,
fraud, bribery,
extortion, terrorism,
piracy, and stowaways.




Best Practice The NAC is a national committee

No. 1 that was formed on March 23,
2004, to strengthen the PAJ’s
The National function with the introduction of
Accreditation the ISPS Code. The committee is
Committee made up of senior policy makers,

maritime security specialists and
the different legal arms of
Government.




NAC

Membership

The following organizations are
represented on the NAC:

® The Ministry of National Security

® The Ministry of Transport and Mining
® The Attorney General’s Department

* The Maritime Authority of Jamaica

* The Jamaica Defense Force -
Coastguard

* The Jamaica Constabulary Force- Ports
Division-NIB

* Jamaica Customs Agency

* The Port Authority of Jamaica



The
overarching

purpose of the
NAC is to
approve PFSAs
and PFSPs and
subsequent
amendments
presented.




NAC
Scope of

Work

Examine the contents of each facility’s
security assessment and plan
submitted, and ensure they conform
with the mandatory requirements of
the ISPS Code, for any deficiencies
identified, recommended amendments
communicated and actioned.

Upon satisfaction of the level of
compliance with both the assessment
and plan, the committee will make
recommendations to the Designated
Authority to issue a Statement of
Compliance. (Port Certification)



The Committee is responsible for
identifying policy issues and making
recommendations where necessary, to
include:

* Information sharing among public and
private entities, namely intelligence
gathering, threat assessments, threat
warning and response activities.

* Guiding Port Facility Operators in
building public awareness on potential
threats to the facility, identifying
vulnerabilities and actual threats, and
protecting the facilities through
practiced and coordinated security
measures.



® The Designated Authority benetfits
from the expertise that resides in all the
state agencies and Ministries that are
involved in port security

Benefits of « Different perspectives and experiences
N AC have shaped effective Maritime
Security Policies

¢ It has contributed to increasing
maritime security awareness and
improving the security culture




Best

Practice

No. 2
Port
Security

Committees

* APort Security Committee is a
collaborative body that brings
together various stakeholders in a port
to enhance and coordinate security
measures.

* Guide to Maritime Security and the ISPS
Code 2021 Edition 3.10.3 Port Security
Committees states :

Many port operators have established port
security committees to coordinate security
procedures and measures across their port .

Those represented on a port security
committee should have detailed knowledge of
the security issues and patterns of criminality
experienced at the Port including cyber
security.



Port
Security
Committees

(cond.)

PSCs allow all relevant stakeholders the
opportunity to discuss security issues,
identify threats and develop appropriate
responses, thus ensuring a consistent

and collaborative approach to port
security management.

In Jamaica, all certified ports are
mandated to convene a Fort Security
Committee (PSCs) meeting quarterly as
they are considered an essential part of
any security regime.

The minutes of the meetings are
submitted to the Port Authority for
documentation and records.

The PA] is represented at the meetings as
a part of the committee



PSC

Membership

Management of the port and each port
facility

Customs and Immigration authorities
Local law enforcement authorities
Emergency response organizations
Port worker association

Commercial activities, e.g. cargo
handling

Shipping companies/agents operating
in the port

Shippers/cargo interests in the port ®
Designated Authority

Regional and municipal government
representative



What is the

Purpose of
Port
Security

Committee?

Identitying threats

Assessing the possible implications of
incidents on the port

Enhancing coordination in the
application of security procedures and
measures

Planning and coordinating
participation in and evaluation of
security drills and exercises



Port
Security
Committees
Terms of

Reference

All ports are mandated to prepare and
submit their TORs, which includes:

 Their background, they must
have a real purpose for
existence.

* Role and responsibility of
everyone on the committee

* Their scope and objectives

It is important to have only the right
people on the committee, they should
be interested, capable, and willing to
work



Challenges
Encountered
in Port

Security

Criminal Syndicates working across
port facilities in particular those in
close proximity.

Cooperation, collaboration and
integration of efforts was necessary to
detect and deter security threats at
neighbouring facilities.

Port Facility Security Officers
operating in the same geographic area
were not developing partnerships to
reduce risk , enhance response
capabilities , and support capacity
building .



In 2010 the Designated Authority
introduced the practice of merging port
security committees where practical.

Ports were advised as follows:

]Oint Port Where port facilities are in close proximity,
. share the same state resources, and have
Secunty similar operations, and the ability of the state
Committees agencies to attend several meetings of different

facilities is challenged by resource limitations,
the facilities are advised to combine/merge
and have joint port security committee
meetings.




Joint Port

SeCUﬂty * In response to this directive four (4)

Committee joint committees were formed. Three
(3) in the Kingston Metropolitan Area,

(Cond.) and one on the north coast.




JOINT COMMITTEES
KINGSTON

Eastern Division
Joint PSC
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 Port security management of

neighbouring ports developed
What are the partnerships. This joint effort
benefits of increased their ability to protect

it Port against security threats and
] omt For improve response capability to

Security incidents.

Committees? * State resources are used more
. efficiently. Meet less frequently, but

they also get to interact with, and
get to know the PFSOs and
cooperate with them to achieve the
common goals in port security
which they work to attain.




What are
the benefits
of Joint Port

Security
Committees

(cond.)

Joint committees are also encouraged
to conduct joint exercises which has
developed their ability to share
intelligence and develop coordinated
actions to mitigate threats, and
coordinate response.

PFSOs learn to work and share
recourses where ports have
deficiencies E.g. ambulance services,
oil spill containment.

It strengthens the port security posture
of a wider area of the marine and port
environment.



Measuring

Success

The success of the committees are
measured by the following indicators:

* Successful joint ISPS exercises.

« Improvement in the attendance to
meetings

* Involvement of the state response
agencies e.g. Police and Fire

* Networking and partnership
among all stakeholders



Best Practice
No. 3
Security Risk
Management
Groups

Kingston Freeport Terminal Limited
(KFTL), one of the region leading
container transshipment ports, the
largest port in Jamaica, with 2.8 TEUs in
2024, that being an excess of 20 %
compared to 2023

Established in 2015 via a 30-year
Concession Agreement between the
Government of Jamaica and CMA CGM.

Responsible for the management and
development of the Kingston Container
Terminal.

In 2021 KFTL established a Security Risk
Management Group (SRMG), with the
function to address threats posed by
contraband trafficking on and through
the port. These activities have
negatively affected the reputation of the
port.



* SRMG is a comprehensive
and transformative
approach to mitigating
risks through intelligence
driven operations, robust
compliance mechanisms
(such as the ISPS Code),
and employee integrity
management.

Introduction

of SRMG




Challenges
Before SRMG

Implementation

Before SRMG KFTL faced a high
volume of contraband discoveries

Security and operational efficiency
was undermined

In 2019 alone, eight seizures were
recorded, including 190 kg of cocaine
and 819.4 kg of marijuana, with a total
value exceeding JMD $63.2 million.

In 2020, six seizures were reported
involving 4,435.17 kg of marijuana
valued at JMD $69.6 million.

Absence of a coordinated and strategic
risk approach weakened the ability to
effectively respond to threats.



Best
Strategies
Introduced

by SRMG

Strategic Operations and Intelligence
Sharing: SRMG collaborated with local
and international law enforcement
agencies to implement vessel rummages,
seal integrity checks, and targeted
operations against high-risk areas.

Human Reliability Program: Rigorous
screening and continuous monitoring of
employees helped ensure integrity and
compliance with security protocols

Strengthened Access Control Systems:
Upgraded surveillance and improved
security operational protocols.

Daily compliance Activities: Routine
checks, including perimeter assessments
and container integrity verifications,
significantly improved security.



 Reduced contraband movement. In
2023 the number of contraband cases
reduced to only 3, valued at JMD $38.8
million, compared to the rampant
tratficking of 2021.

Ke * Enhanced Regional Security: The
y SRMG efforts have resulted in
Re Sults O f seizures both local and international,

demonstrating far-reaching impact of
SRMG its intelligence sharing.

* Increased Accountability: The arrest
of 17 employees and contractors
involved in smuggling activities
represented a milestone in fostering a
culture of accountability and
deterrence.




 Intelligence sharing and collaborative

Key operations have disrupted smuggling
networks across the Caribbean. For

ReSUItS Of example a 2023 operation intercepted

SRMG 300 kg of cocaine destined to Europe.

* Being a transshipment hub, the
reduction in trafficking activities at
KFTL has likely contributed to a
decrease in availability and smuggling
activities regionally, making a
significant victory for the Caribbean.

(cond.)




Summary

Three current maritime security best
practices used in Jamaica:

— The National Accreditation
Committee...

— Port Security Committees...
— Security Risk Management Group

« IF we look closely we can identify
three common elements in all
three best
practices...collaboration,
partnership and networking.



Summary

(cond.)

In closing based on the Jamaican
experience, the NAC, PSC and
SRMGs fosters collaboration,
partnership and networking,
which are essential components of
a successful maritime security
apparatus. They enhance and
strengthen our maritime security
frame work by enabling
coordinated and improved
responses, effective information
sharing among all stakeholders,
resource optimization and
collaboration with government
agencies (both local and
international). And by extension in
keeping our borders safe we
contribute to regional and global
security, there by protecting trade
and commerce.



Questions?

Discussion
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